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Is it possible to achieve cybersecurity while safe-
guarding the fundamental rights to privacy and da-
ta protection? This book is an elegant attempt to an-
swer this complexquestion inaEuropeanUnion (EU)
law context.

At a juncture when cybersecurity is gaining nor-
mative and practical prominence across the globe,
and the EU is revamping its cybersecurity legal
framework, Porcedda’s book offers a welcome com-
pass to navigate this intricate legal area and strike a
fair balance between competing rights and interests.
It should be on the reading list of those scholars, prac-
titioners, and lawmakers who strive to investigate,
design and implement measures that provide a high
level of cybersecuritywhile ensuring full compliance
with fundamental rights.

While there is abundance of literature on cyberse-
curity, privacy and data protection as separate regu-
latory objectives under EU law, there is more limit-

ed literature on their interplay.1 Therefore, the book
helps to fill gaps in the literature, and provides a
much-needed analysis of how these three objectives
are and can be reconciled across different policy ar-
eas.

In the volume, the author explores the connec-
tions, complexities and tensions that exist among cy-
bersecurity, privacy and data protection, including as
they emerge from a wide range of EU legal instru-
ments, such as, among others, the General Data Pro-
tection Regulation (GDPR), the Directive on Securi-
ty of Network and Information Systems (NIS Direc-
tive), e-evidence and cybercrime legislation. The
analysis offered combines legal, policy and techno-
logical perspectives, and is enriched by numerous
practical examples, which help the reader to follow
the author’s reasoning as it unfolds.

The book is divided into two parts. The first part
unpacks the notions of cybersecurity, privacy and da-
ta protection, aswell as their relationship. In this part,
insights are drawn fromdifferent disciplines, such as
informatics, international relations, political science
and law,whichmake Porcedda’s work partly interdis-
ciplinary in nature.2 While the author’s conclusion
that cybersecurity, privacy and data protection can at
once clash and complement each other is hardly sur-
prising for anyone familiar with the field, the analyt-
ical framework that Porcedda proposes to investigate
how these can be reconciled is partly innovative and
requires readers to familiarize themselves with it be-
fore moving on to the second part of the book.

The work’s second part illustrates how cybersecu-
rity, privacy and data protection are, or can be, bal-
anced in practice across several key EU policy areas,
including the digital single market, the area of free-
dom, security and justice, the common foreign and
securitypolicy, the commonsecurity anddefencepol-
icy and the common commercial policy. In essence,
most of the areas where cybersecurity issues are like-
ly to arise and where the EU enjoys some legislative
competences are covered.
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It is in part two of the book where the most sig-
nificant contribution of the author lies. Here Porced-
da ventures into a rather detailed assessment of how
cybersecurity, privacy and data protection are to be
reconciled in numerous concrete policies and legal
instruments. This includes an analysis of regulatory
measures that are high on the agenda of policy mak-
ers, although they present particularly acute inher-
ent tensions between cybersecurity, privacy and da-
ta protection, such as the scanning of electronic com-
munications in the fight against child sexual abuse
online,3 or the use of deep packet inspection in the
fight against cybercrime.4 Therefore, researchers,
policy makers, digital rights activists and lawyers in-
volved in the design and implementation of EU dig-
ital policies may take particular interest in the analy-
sis presented in this part.

Given the complexity of the subject matter of the
book, it was understandably not possible for the au-
thor to leave no stone unturned regarding the exist-
ing interconnections between cybersecurity, privacy,
and data protection. For example, a few issues of high
practical significance—such as whether and to what
extent the GDPR provides an adequate legal basis to
justify theprocessingofpersonaldata forawiderange
of cybersecurity purposes,5 or how to reconcile priva-
cy and cybersecurity in internet governance6—have
not or only sparsely been addressed. Moreover, the
emerging discourse on the recognition of a funda-
mental right to cybersecurity7—which may need to
be balanced with the rights to privacy and data pro-

tection, should cybersecurity attain fundamental
right status of its own8—has not been givenmuch at-
tention.9Nonetheless, the bookprovides a solid build-
ing block for further research in the field.

At the end of the volume, Porcedda outlines a few
future challenges and research trajectories that may
stem from her work. In particular, she highlights the
need to take into account that the ongoing techno-
logical, social and policy developments may ‘have an
impact onmuchmore than the triad [analysed in her
book]. At stake are not just cybersecurity, privacy and
data protection, but the survival of democratic orders
and the flourishing of humannature aswe know it’.10

To this it may be added that cybersecurity is becom-
ing increasingly important to ensure the enjoyment
of all fundamental rights online and offline.11 There-
fore, there is a need for future research thatwill lever-
age off insights drawn from existing scholarship, in-
cluding Porcedda’s research, to explore how a broad-
er range of fundamental rights may be reconciled
with cybersecurity aspirations.

In conclusion, Cybersecurity, Privacy and Data
Protection in EU Law: A Law, Policy and Technology
Analysis is a highly commendable work and pro-
vides a timely analysis of the elements to be taken
into account when balancing partially opposing in-
terests and rights in a digital context. It is a laudable
attempt tomove beyond the zero-sum game attitude
that too often characterizes the discourse on the re-
lationship between cybersecurity, privacy and data
protection.
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