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The Data-Laundromat?
Public-Private-Partnerships and Publicly Available Data in the Area
of Law Enforcement

Thilo Gottschalk*

Law enforcement increasingly relies on complex machine learning approaches to support
investigations. With limited knowledge and funding LEAs often depend on opaque private-
public collaborations. Failure to provide legal bases on the national level paired with short-
comings both in the GDPR and Directive EU-2016/680 (LED) result in severe risks for funda-
mental rights of EU citizens. To overcome these risks an interdisciplinary discussion is re-
quired. This paper hence sheds light on technical challenges and misconceptions as well as
legal shortcomings to foster a common understanding of the challenges to find out how they
might be addressed. To do so, the author searches for common ground of ‘public availabili-
ty’ and reviews currently used technical approaches and common processing constellations.
Based on the outcomes, the author proposes a change in the LED and discusses a centralised
institution to govern access to novel data driven technology.
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I. Introduction

If data is the oil of 21st century, data analysis is the
refinery to make it usable. While the General Data
Protection Regulation (GDPR) and the Law Enforce-
ment Directive (LED) set up general rules for the pro-
cessing of personal data, the resulting protection re-
mains fragile when both frameworks are brought to-
gether inpublic-privatepartnerships.Oneareawhere
this is the case is the realm of ‘publicly available da-
ta’. With limited IT-knowledge and budgets, law en-

forcement agencies (LEAs) often put themselves in
the hands of external data scientists that lack the nec-
essary knowledge of the legal implications of their
approaches in particular when it comes to publicly
available data. Unfortunately, neither the GDPR nor
the LED or data protection authorities lay down suf-
ficiently precise rules for collaboration, leaving the
participating parties alone in a legal vacuum. For ex-
ample, as of the time of writing – well over one year
after the GDPR and LED stepped into force – the
EDPB website on police and justice does not provide
any content at all.1

In combination with novel data driven approach-
es - such as artificial intelligence - these collaborative
approaches have the capability to severely under-
mine the fundamental rights of EU citizens.

At the same time citizens increasingly start to use
and request privacy supporting techniques such as
encryption, cryptocurrencies, VPN’s or the TOR net-
work2The regulation of access is hence often increas-
ingly governed by technical rather than legislative
measures. As a consequence, data that is not subject
to so-called privacy enhancing technologies (PETs) is
often seen as fair game for data processing - not on-
ly in the area of law enforcement. While chilling ef-
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2 The Verge, ‘Apple argues stronger encryption will thwart criminals
in letter to Australian government’ (2018); Microsoft Corp,
‘OneDrive Personal Vault brings added security to your most
important files and OneDrive gets additional storage options’
(2019) <https://www.microsoft.com/en-us/microsoft-365/blog/
2019/06/25/onedrive-personal-vault-added-security-onedrive
-additional-storage/>.
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fects of surveillance have been long proven3 the
amount publicly available information still increas-
es steadily due to the so-called privacy paradox.4This
can result in valuable information for law enforce-
ment agencies5 that need efficient tools to handle in-
creasing illicit use of novel technologies6.

Current legal research (II) widely focuses on gen-
eral problems of data processing but does seldom
embed these problems in practical processing con-
stellations. Technical research on the other hand is
usually driven by the analysis of specific practical
problems and mostly neglects legal implications. In-
terdisciplinary research is almost non-existent indi-
cating that the GDPR’s cry for privacy-by-design has
not yet been heard by all relevant parties. This arti-
cle aims to be a very first step in closing this gap. Al-
though focused on the area of law enforcement, the
identified problems and solutions are partly trans-
ferable toprocessing constellations in other contexts.
The get the full picture, this article illuminates a com-
mon misconception on public availability (III), pos-
sible data sources and types (IV), available analytical
methods (V) and the processing constellations (VI).
The author proposes a centralised data-clearing-
house solution that ensures access to data driven an-
alytical methods while safeguarding the fundamen-

tal rights to privacy and data protection of the data
subjects (VII) followed by a conclusion of the find-
ings (VIII).

II. Related Work

The complexity of the legal framework paired with
complex technological issues resulted in a lack of in-
terdisciplinary research that would be necessary to
identify and address current and future challenges.
As a consequence, related research is usually focused
on novel data processing approaches such as artifi-
cial intelligence (AI) in the context of the GDPR, the
context of law enforcement or multi-legislation
frameworks are only covered very sparsely (eg
Brkan7). Most of the research is either focused on
general societal and technical challenges8 related to
the use of algorithms or focused on the commercial
context9. Privacy related issues are seldom covered
in detail. The general implications and needs for pro-
tection of privacy have been extensively researched
with regard to public and non-public data, though.10

Beyond that, not only extraction of publicly available
data but also production of such (eg astroturfing) has
been covered11. Purtova12 and Brkan13 identified the

3 Jonathon W Penney, ‘Internet surveillance, regulation, and
chilling effects online: a comparative case study’ (2017) 6(2)
Internet Policy Review 394; Jonathon W Penney, ‘Chilling Effects:
Online Surveillance and Wikipedia Use’ (2016) <http://dx.doi
.org/10.15779/Z38SS13>; Alex Marthews and Catherine E. Tuck-
er, ‘Government Surveillance and Internet Search Behavior’
(2017) <https://dx.doi.org/10.2139/ssrn.2412564>.

4 A Acquisti and J Grossklags, ‘Privacy and rationality in individual
decision making’ (2007) 3(1) IEEE Security & Privacy 1.

5 Internal Revenue Service (IRS), ‘Social Media Research Request’
(2018) <https://www.fbo.gov/spg/TREAS/IRS/NOPAP/2032H8-RFI
-MEDIA/listing.html>; United States District Court, ED California,
United States v Marcos Paulo de Oliveira-Annibale (2019) <https://
www.justice.gov/opa/press-release/file/1159711/download>; Unit-
ed States District Court, CD California, United States v Tibo
Lousee, Klaus-Martin Forst and Jonathan Kalla (2019) <https://
www.justice.gov/opa/press-release/file/1159706/download>.

6 Europol, ‘Internet Organised Crime Threat Assessment’ (2018)
<https://www.europol.europa.eu/iocta-report>.

7 Maja Brkan, ‘Do algorithms rule the world? Algorithmic decision-
making and data protection in the framework of the GDPR and
beyond’ (2019) 27(2) International Journal of Law and Informa-
tion Technology <https://doi.org/10.1093/ijlit/eay017>.

8 Vlad Krotov and Leiser Silva, ‘Legality and Ethics of Web Scrap-
ing’ (2018) <https://bit.ly/33tN6k7>.

9 Jack M Balkin, ‘Free Speech in the Algorithmic Society: Big
Data, Private Governance, and New School Speech Regulation’
(2017) <https://dx.doi.org/10.2139/ssrn.3038939>; Ross Ander-
son et al, ‘Measuring the Changing Costs of Cybercrime’ (2019)
The 2019 Workshop on the Economics of Information Security

(WEIS 2019) <https://pure.tudelft.nl/portal/files/54190531/
Measuring_the_Changing_Cost_of_Cybercrime_WEIS_1.pdf>.

10 Penney, ‘Chilling Effects: Online Surveillance and Wikipedia Use’
(n 4); Marthews and Tucker (n 4); Julia Hoernle, ‘Juggling more
than three balls at once: multilevel jurisdictional challenges in EU
Data Protection Regulation’ (2019) 27(2) International Journal of
Law and Information Technology 142 <https://doi.org/10.1093/
ijlit/eaz002>; Christian Rückert, ‘Cryptocurrencies and Funda-
mental Rights’ (2019) 5 Journal of Cybersecurity; Christian G
Rückert, ‘Zwischen Online-Streife und Online-(Raster-)Fahndung -
Ein Beitrag zur Verarbeitung öffentlich zugänglicher Daten im
Ermittlungsverfahren’ (2017) 129(2) ZStW 302; Shoshana Zuboff,
‘Big Other: Surveillance Capitalism and the Prospects of an
Information Civilization’ (2015) Journal of Information Technolo-
gy; Daniel J Solove, ‘A Taxonomy of Privacy’ (2005); Daniel J
Solove, ‘I’ve Got Nothing to Hide and Other Misunderstandings
of Privacy’ (2011) <https://bit.ly/2vsVCTX>; Lilian Edwards and
Lachlan Urquhart, ‘Privacy in Public Spaces: What Expectations
of Privacy do we have in Social Media Intelligence?’ (2015)
<https://academic.oup.com/ijlit/article/24/3/279/2404493>.

11 Amelia Johns and Niki Cheong, ‘Feeling the Chill: Bersih 2.0, State
Censorship, and ‘Networked Affect’ on Malaysian Social Media
2012–2018’ (2019) <https://journals.sagepub.com/doi/pdf/10
.1177/2056305118821801>; Blake Miller, ‘Automated Detection
of Chinese Government Astroturfers Using Network and Social
Metadata’ (2019) <https://dx.doi.org/10.2139/ssrn.2738325>.

12 Nadezhda Purtova, ‘Between the GDPR and the Police Directive:
Navigating Through the Maze of Information Sharing in Public-
Private Partnerships’ (2018) International Data Privacy Law
<https://dx.doi.org/10.2139/ssrn.2930078>.

13 Brkan (n 8).
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gap between the GDPR and LED when it comes to
joint controllership of LEAs and private parties but
did not touch upon the topic from an interdiscipli-
nary perspective. All of the research shows (poten-
tially) negative effects of all sorts of surveillance on
society in some form. However, it is seldom differen-
tiated between possible processing scenarios. The
lack of differentiation between constellations seems
to result in less efficient discussions and misunder-
standings on the legal and technical side (eg devel-
opers assuming that the GDPR is always applicable).
The precise evaluation of processing contexts is nec-
essary to appropriately address challenges in a man-
ner that balances LEA requirements and the protec-
tion of fundamental rights. This paper hence tries to
open the discussion for a more interdisciplinary ap-
proach and to provide a look at the ‘bigger picture’.

III. Publicly Available Data

To start off, it is necessary to think about the mean-
ing of public availability. Compliance with legal reg-
ulations is only possible if the subjects of the law un-
derstandwhat is required from them. The crux in the
current discussion is, that public availability is often
falsely used synonymous with 'not protected in any
way'. This sectionwill discuss possible origins of this
misconception and how it may be addressed in the
future. Public availability can be defined in multiple
contexts. The term originates from far before great
scale data processing existed and is used in a broad
variety of contexts. It now needs to be transferred to
the context of data processing where it currently
seems to lack a common understanding at least be-
tween legal practitioners and computer scientists/de-
velopers. It is necessary to have an interdisciplinary
consensus what we mean with that term and what
its legal (and ethical) implications are. One way to do
so is to find the lowest common denominator in dif-
ferent interpretations. The two most relevant inter-
pretations stem from the legal and the technical con-
text.

1. Legal Interpretation

To date there is no globally valid legal definition of
public availability. Given the global scope of the
World Wide Web (WWW) a common consensus of
the understandingwould be desirable. To ensure this
the creation should hence stem from overarching
governing bodies such as the European legislator or
international treaties. Scholars and jurisdiction have
already started to carve out a common understand-
ing at least on the European level. Different legal sys-
tems such as the US American one of have similar
discussions. The basis of these discussions (EU/US)
is different and should not be mixed thoughtlessly.
Unfortunately, it appears that exactly this mixing
takes place through the back door of international
entanglement in the area of information technology
and computer science where the different founda-
tions of the discussion are quickly overlooked. The
following section will start with the European legal
interpretation, followed by a quick excursion to the
US legal discussion.While both systems are general-
ly independent in the legal theory and reflected in
the statutes themselves, the underlying perception,
interpretation and execution of these statutes is in-
fluenced by a global discussion that does not include
a clean distinction between legal systems. For exam-
ple, a developer with no legal backgroundwill not be
able to identify detailed differences and limitations
between the US and EU legal frameworks. The lack
of differentiation can be a source for data processing
approaches that arenoncompliantwith theEuropean
legal framework. To overcome this lack of differenti-
ation in the general discussion, it is necessary to raise
awareness of the different implications of the respec-
tive legal frameworks, their backgrounds and the dif-
ferent discussions that are led within them. The fol-
lowing Sub-sections III.1.a and III.1.b will point out
the differences between the US and EU legal discus-
sions that may be a source for misconceptions de-
scribed in Section III.2 with regard to the processing
and the protection of publicly available personal da-
ta.

a. EU Legal Interpretation

The term ‘public availability’14appears invariousEu-
ropean laws and contexts15 but none provides a con-
crete legal definition. In the area of law enforcement,
the inclusion of the term in Article 17 of the Europol

14 or variations such as ‘publicly available’ or ‘(manifestly) made
public’.

15 Regulation (EU) No 596/2014 of the European Parliament and of
the Council of 16 April 2014 on market abuse (market abuse
regulation) and repealing Directive 2003/6/EC of the European
Parliament and of the Council and Commission Directives
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Regulation indicates that in contrast to US legisla-
tion - the European legislator does not see publicly
available data as a ‘carte blanche’ for data processing
from a data protection perspective. Similarly, in a
commercial context protectionmay be derived from
the so-called Database Directive.16 Widening that
protection, the Court of Justice of the European
Union (CJEU) ruled that Terms-of-Use (TOUs) can
be sufficient to disallowweb scraping in caseswhere
the Directive EU-96/9 is not applicable.17 Where it
is applicable, it generates a sui generis protection for
the database. Speciously, the commercial context
seems to be irrelevantwhen it comes to data process-
ing for law enforcement purposes - however, it can
quickly become relevant where private companies
take care of the data collection and analysis for LEAs.
The core of the understanding appears to be that da-
ta is publicly available if access to it is not limited to
a specified group of persons. The necessary limita-
tions itself are yet to be discussed.18 Some scholars
require the data to be free (ie no remuneration re-
quired)19 others argue for a definition without this
feature20. The inclusionof (monetary) compensation
however should not be included for multiple rea-
sons. First, it blurs the line between public and non-
public data. Eventually, everyone pays to access da-
ta in one way or the other - be it direct access fees,
service provider fees, or provision of data for adver-
tisement. Secondly, geo-blocking and similar mea-
sures would result in different data categorisations
within Europe. If I can freely access an Italian news-
paper through a free VPN does that make data pub-
licly available for me but not for non VPN-users?
Similarly, some companies or institutions (eg uni-
versities) may be able to freely access data that oth-
ers have to pay for - again resulting in different clas-
sifications. Last, and most importantly - if we con-
nect the level of protection with public availability
basedonmonetary remuneration,we couple thepro-
tection of fundamental rights of individuals to eco-
nomic interests of third parties. Two things that do
not necessarily go well together. In contrast to the
US, the discussion about the scope of the term is,
however, subsidiary. The key question under EU leg-
islation is if data are related to natural persons and
hence fall under the scope of Articles 7 and 8 of the
Charter of Fundamental Rights of the European
Union (EU-CFR), specified in the GDPR and LED.
The rights to privacy and data protection are gov-
erned by a material scope - ie the relation to a natur-

al person - rather than an areal scope like in the US.
Themere public availability of data is no feature that
can completely disable the protection of a natural
person through Articles 7 and 8 EU-CFR. It plays
however, an important role in the weighing of inter-
ests and can certainly influence the degree of pro-
tection (see III.3).

b. US Legal Interpretation

While the US perspective seems irrelevant on first
sight, it appears that in the discussion between legal
and technical persons the lines of argumentation are
often influenced by concepts that originally come
from the US. While these argumentations are sel-
dom easily transferrable to the EU level, they still
need to be understood to understand where certain
misconceptions (ie publicly available data is fair
game) stem from. On constitutional level data pro-
tection/privacy is embedded in the 4th Amendment
that particularly protects ‘persons, houses, papers,
and effects’ against ‘unreasonable searches and
seizures’. In contrast to Article 7 EU-CFR the protec-
tion is hence not automatically granted if data is ‘re-
lated to a natural person’ but rather depends on the
reasonable expectation of privacy21 of the affected
person. If that expectation exists, is regularly deter-
mined by areal considerations. In earlier decisions
the US Supreme Court decided that there cannot be

2003/124/EC, 2003/125/EC and 2004/72/EC Text with EEA rele-
vance [2014]; Regulation (EU) 2016/794 of the European Parlia-
ment and of the Council of 11 May 2016 on the European Union
Agency for Law Enforcement Cooperation (Europol) and replacing
and repealing Council Decisions 2009/371/JHA, 2009/934/JHA,
2009/935/JHA, 2009/936/JHA and 2009/968/JHA [2016]; Gener-
al Data Protection Regulation (EU 2016/679) [2016]; Law En-
forcement Directive (EU 2016/680)’ (2016); Regulation (EU)
2019/631 of the European Parliament and of the Council of 17
April 2019 setting CO2 emission performance standards for new
passenger cars and for new light commercial vehicles, and
repealing Regulations (EC) No 443/2009 and (EU) No 510/2011’
[2019].

16 Directive 96/9/EC of the European Parliament and of the Council
of 11 March 1996 on the legal protection of databases [1996].

17 Case C-30/14 Ryanair v PR Aviation [2015] ECLI:EU:C:2015:10.

18 Michael Dallmann and Philipp Busse, ‘Verarbeitung von öf-
fentlich zugänglichen personenbezogenen Daten - Daten-
schutzrechtliche Voraussetzungen und Grenzen’ (2019)
Zeitschrift für Datenschutz 394.

19 ibid.

20 Edwards and Urquhart (n 11).

21 Supreme Court of the United States, United States v Katz (1967)
<http://scdb.wustl.edu/analysisCaseDetail.php?cid=1967-043-01/>.
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a reasonable expectation of privacy if you are in pub-
lic, namely with regard to trashcans on the curbs22

and the observation from a helicopter23. American
legal scholars repeatedly argued and criticised that
this distinction is not sufficient24 and more recent
jurisdiction tries to broaden the protection through
the extension of the reasonable expectation of priva-
cy. For example, in Florida v Jardines25 the US
Supreme Court decided that the publicly accessible
front porch of a building is still protected under the
4thAmendment due to the reasonable expectation of
privacy of the resident. However, even with this
broadened scope the general assumption that there
is no reasonable protection of privacy in public
spaces is generally held up to this day. The interpre-
tation resulted in public availability being almost
synonymous with the omission of protection under
US legislation. Transferring this to the internet, US
scholars try to find areal analogies to narrow down
the scope of public availability and in consequence
broaden the space where a reasonable expectation
of privacy - and hence protection of the data subject
- can be assumed.

Kerr26 discusses the applicability of current US
computer trespass laws such as the Computer Fraud
and Abuse Act (CFAA)27 on data scraping measures

and derives the reasonable expectation of privacy
fromclassic trespassingnorms and social custom.He
argues that the courts need to identify the norms that
apply best but also need to set up ‘normative policy
decisions about what understandings should govern
the Internet’28 to shape future (computer) trespass
norms. InUS v Auernheimer29 the defendantwas con-
victed of unauthorised access for collecting informa-
tion from a website of US telecommunication
provider AT&T which was accessible on a hard to
guess website that was not intended to be accessed.
Although the data was publicly accessible the court
stated that analogous to a homewhere ‘the front door
is left open or unlocked’ the data was still protected
under the CFAA. The defence argued that the infor-
mation was made available to everyone and the gen-
eral public was authorised to view the information.
As Kerr30 points out, norms for the WWW are hard
to identify due to two different narratives. First, gen-
erally everyone can go to any website. Second, many
website owners/persons do not want everyone to ac-
cess their sites. He then argues, that due to the open
nature of the web, the access of a website should still
be deemed authorised even if (so called) ‘speed
bumps’ (eg hidden addresses, cookies, and IP-blocks)
are bypassed. In his line of argumentation, the au-
thorisation line would be crossed when access is
gained by bypassing an authentication requirement
that creates a sufficient barrier (eg password protec-
tion). Under US current legislation this definition of
public availability would imply that such publicly
available data is not protected by the 4thAmendment
without such speed bumps. In contrast to this schol-
arly view, courts increasingly start to presume that
publication of data does not necessarily preclude an
expectation of privacy31 nor commercial protec-
tion32. This is accompanied by legislative actions on
state level to foster data protection such as the Cali-
fornianConsumerDataProtectionAct33.Having said
that, as a consequence of the jurisdiction reaching
back to the 60s and 70s there is a deeply rooted con-
ception that public availability results in the omis-
sion of constitutional protection not at least by lead-
ing data scientists.

2. Technical Interpretation

Aside from the legal interpretations of the term it is
unclear how far these discussions are heard in tech-

22 Supreme Court of the United States, California v Greenwood (1988)
<https://caselaw.findlaw.com/us-supreme-court/486/35.html>.

23 Supreme Court of the United States, Florida v Riley (1989)
<https://caselaw.findlaw.com/us-supreme-court/488/445.html>.

24 Lance E Rothenberg, ‘Re-Thinking Privacy: Peeping Toms, Video
Voyeurs, and Failure of the Criminal Law to Recognize a Reason-
able Expectation of Privacy in the Public Space’ (2011) 49(5)
American University Law Review <https://bit.ly/2vy0mrC>.

25 Supreme Court of the United States, Florida, Petitioner v Joelis
Jardines (2013) <https://www.leagle.com/decision/
insco20130326e71>.

26 Orin S Kerr, ‘Norms of Computer Trespass’ (2016) 116(4) Colum-
bia Law Review <https://columbialawreview.org/content/norms-of
-computer-trespass/>.

27 US Computer Fraud and Abuse Act (CFAA) (2012).

28 Kerr, ‘Norms of Computer Trespass’ (n 27) 1155.

29 Supreme Court of the United States, United States v Andrew
Auernheimer (2014) <https://cite.case.law/f3d/748/525/>.

30 Kerr, ‘Norms of Computer Trespass’ (n 27); Orin S Kerr, Computer
Crime Law - Summer 2018 Case Supplement (2018).

31 Supreme Court of the United States, Carpenter v United States
(2018) <https://supreme.justia.com/cases/federal/us/585/16-402/>.

32 United States District Court, N.D. California, HiQ Labs Inc. v
LinkedIn Corp (2017 (ongoing)) <https://epic.org/amicus/cfaa/
linkedin/LinkedIn-Opening-Brief.pdf>.

33 CA State Senate, CA State Assembly, ‘California Consumer
Privacy Act’ (2018) <https://leginfo.legislature.ca.gov/faces/
billTextClient.xhtml?bill\_id=201720180AB375>.
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nical realms. With major data-science hubs in the
America and Asia and the global entanglement of re-
search in this area the understanding of public avail-
ability seems to be influenced on a global level and
ignores peculiarities of the respective European legal
systems. Due to a lack of discussion within the realm
of data and computer scientists of these issues, it ap-
pears that public accessibility lacks a commonunder-
standing and regularly depends on individual per-
ceptions. In the broadest manner, data may be pub-
licly available if it is not subject to a state-of-the-art
protection. For professional data scientists the scope
of publicly available is hence likely to bebroader than
in the legal understanding - either in the US or the
EU.

The complexity and uncertainty of the legal dis-
cussions of the term, as well as unresolved questions
around the applicability of data protection in the
area of novel data driven approaches seem to trigger
the urge to go with a simple solution - namely, cher-
ry picking the most favourable arguments or com-
pletely ignoring the discussion - reflected by the ab-
sence of discussion in technical papers on data sci-
ence.

3. Conclusion

The influence of the US legal discussion that drips
into technical realm, paired with general uncertain-
ty in the European legal discussion seems to result
in ablurredunderstandingof ‘public availability’ and
awidespreadmisconception about the consequences
of public availability. One reason for this could be
the fact that developers and data scientists usually
work in an international context while legal scholars
are often caught in national contexts and percep-
tions. This can be tackled on multiple levels. First,
data scientists must become more aware of legal im-
plications of their processing and understand differ-
ences between legal systems. It must be acknowl-
edged that public availability does not omit the pro-
tection of personal data but is merely one building
block in the assessment of legitimate interests for a
lawful processing.With regard to the differences be-
tween the EU and US it must be acknowledged that
both protective approaches have their right to exist,
are coherent in themselves and reflect the respective
societal perceptions. Mixing them up however will
most certainly result in lowered factual protection of

fundamental rights in the European Union. On the
other side, legal scholars need to gain better in-depth
understanding of technical approaches and possibil-
ities to foster the discussion about public availabili-
ty in a way that reflects technical reality. In addition,
to that globally valid guidelines and best practices
would be desirable to foster a common internation-
al understanding in the long term (cf the Ro-
bots.txt34).

IV. Data Sources

Electronic information is usually stored in databas-
es, ie a somewhat structured set of data held in a
computer. The following section will give a quick
overview of some relevant sources of information
and shortly discuss specific risks related to them.
For many of them the legal implications are not yet
conclusively covered and further research is re-
quired. Independently of the source, the processing
of publicly available data generally constitutes an in-
terference with fundamental rights to data protec-
tion and privacy if it can be related to natural per-
sons35.

1. Open Data

Open data is data that is made freely accessible with-
out limitations regarding the purpose of the process-
ing. Such data usually pre-processed and ideally does
not contain information relatable to natural persons.
Such data is hence not rated personal data under the
European data protection framework. However,
where such data is connected with personal data it
can quickly become related to a natural person. For
example, if you live in the German town of Soest-
Paradiese and are under 17 - you aremost likely (76%)
female.36The publicly available demographic data it-

34 Google Inc. ‘Formalizing the Robots Exclusion Protocol Specifica-
tion’ (2019) <https://webmasters.googleblog.com/2019/07/rep-id
.html>; Martijn Koster, ‘ANNOUNCE: A Standard for Robot
Exclusion’ (1994) <http://1997.webhistory.org/www.lists/www
-talk.1994q3/0017.html>.

35 Penney, ‘Internet surveillance, regulation, and chilling effects
online: a comparative case study’ (n 4); Johns, and Cheong (n
12).

36 Based on open-data from <https://opendata.gelsenkirchen.de>.
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self is anonymous however it allows the creation of
very exact profiles and predictions. While data sci-
entists are aware of these issues,37 anonymisation
measures are however usually related to single data
sets. There is no oversight of combination possibili-
ties for public data sets, often rendering the best
anonymisation techniques obsolete38. In addition,
open data is usually prepared for further processing
and accessible through application programming in-
terfaces (APIs), making this data particularly easy to
access and process. It can hence easily be used to
gather intelligence or support ongoing investigations
(eg crime statistics39, research hubs40 or open data
spaces41). While European authorities are rather
careful with statistics and data on criminal activity,
US pendants are much less reluctant in this regard.
For example, data.gov provides lists of every arrest
in New York City going back to 2006. The data pro-
vided in this context can be of high value when it
comes to law enforcement operations but also bears
great risks with regard to biased interpretation or
misuse for illicit profiling. Having said that, it must
be acknowledged that open data can be extremely
valuable in various contexts and their publication is
hence generally desirable. Data providers, ie con-
trollers, should not be accountable to control access
to these data sets. However, the legislator must ac-
knowledge that processing of such information in a
law enforcement context bears particular risks (of
profiling) and needs to be regulated.

2. Surface Web

The information that is available on publicly acces-
sible websites is almost infinite. The layman under-
standing of publicly available websites usually refers
to the so-called surface web. The available data types
are almost infinite and the specific risks for the data
subject strongly depend on the specific information
that is extracted. In this context the surface web on-
ly covers information that is accessible through
screen-scraping. Ingeneral, scraping software access-
es websites similarly to a human interaction. There
are various approaches available and the scraping
usually targets specific data points instead of the
whole website, to exclude advertisements or irrele-
vant information. Targeting specific information
however is a difficult task when unstructured data is
accessed.Website-designs and structures change and
require scrapers to adapt accordingly. This adapta-
tion often relies on machine learning/AI. It must
hence be acknowledged that the scraped data may
lack specific informationwhich raises questionswith
regard to data quality and accuracy that are particu-
larly important in the area of law enforcement. The
website-owner usually has very limited power to lim-
it such scraping activities, it is hence that the scrap-
ing party has to be deemed the individual controller
of the collection.

3. Social Media

A sub-section of the surface web is social media (eg
Instagram, Snapchat, Facebook, Tinder). Social con-
nections have always been an important investiga-
tive approach,with the shift fromreal-life to electron-
ic communication these connections are often easi-
ly accessible and generate valuable insights for law
enforcement. 42 Some of the currently existing net-
works allow users to limit the reach of their content
to certain user groups (everyone, network partici-
pants, friends, friends of friends). The public avail-
ability for such restricted data hence often depends
on factual barriers that these settings eventually
raise. Data on social networks are easily relatable to
natural persons and often give insights in particular-
ly sensitive areas of a persons’ life such as religious
or political beliefs or sexual preferences. Accessing
social media data is hence bears severe risks to the
fundamental rights of the data subject. While data

37 H Silva et al, ‘A Re-Identification Risk-Based Anonymization
Framework for Data Analytics Platforms’ (2018).

38 Luc Rocher, Julien M Hendrickx and Yves-Alexandre de Mon-
tjoye, ‘Estimating the success of re-identifications in incomplete
datasets using generative models’ (2019) <https://doi.org/10.1038/
s41467-019-10933-3>; Timothy Morey, Theodore Forbath and
Allison Schoop, ‘Customer Data: Designing for Transparency and
Trust’ (2015) <https://hbr.org/2015/05/customer-data-designing-for
-transparency-and-trust>; Latanya Sweeney, ‘Simple Demograph-
ics Often Identify People Uniquely’ (2000) <https://dataprivacylab
.org/projects/identifiability/paper1.pdf>.

39 BKA, ‘Polizeiliche Kriminalstatistik (Germany)’ (2018) <https://
www.bka.de/DE/AktuelleInformationen/StatistikenLagebilder/
PolizeilicheKriminalstatistik/pks_node.html>.

40 ‘SSRN’ <https://www.ssrn.com>; ‘Google Scholar, Google LLC’.

41 ‘Data.gov’ <https://www.data.gov/open-gov/>; ‘Open Data Aus-
tria’ <https://www.data.gv.at/>; ‘Open Data Gelsenkirchen’
<https://opendata.gelsenkirchen.de/>.

42 Markus Huber et al, ‘Social Snapshots: Digital Forensics for
Online Social Networks’; Hamaira Arshad et al, ‘A multilayered
semantic framework for integrated forensic acquisition on social
media’ (2019) 29 Digital Investigation 147 <https://doi.org/10
.1016/j.diin.2019.04.002>.
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on social media may be manifestly made public, this
cannot be re-interpreted as consent or abandoning
fundamental rights protection.

4. Deep Web

The term ‘deep web’ generally describes content that
cannot be accessed through conventional search en-
gines such as Google, Bing or Yahoo - ie content that
has not been indexed by these search engines. The
exclusion from indexing ismostly basedonbest prac-
tices such as the robots.txt and factual technical bar-
riers such as encryption and password protection.
The fact that something is not indexed has no influ-
ence on public availability as long as there are no ad-
ditional measures beyond the robots.txt. Similar to
the surfaceweb, data cannot be categorisedbutneeds
to be evaluated on a case-by-case basis. This becomes
particularly important if data becomes publicly avail-
able through faulty configuration of web servers.
Identification of accidental publication is similarly
difficult as identification ofmanifest publication and
cannot be interpreted as consent of the data subject.

5. Dark Web

The so-called ‘dark web’ is a part of the internet that
can only be accessed through specific software that
uses anonymising functionalities. The most popular
browsers/networks in this regard are the TOR43 and
I2P44, with the latter being much less used. Both in-
tend to create a network that is resistant to govern-
ment interference (eg censorship) to ensure free flow
of information between users (clients). Client con-
nections are steered through various hops (relays)
and directed to the target (surface-)web server. The
userhencedoesdisclosehis IPaddress to theprovider
of the server and the browsers additionally suppress-
es cookies and other re-identification measures. In
addition, both networks provide the possibility for
so called hidden-services. In this scenario the target-
ed webserver also does not have to disclose its IP-ad-
dresses and can remain anonymous. As it is difficult
to locate these hidden-services, the analysis of the
publicly available information - ie darknet websites
becomes ever more important. The mere require-
ment of a specific software does not contradict the
public-availability of the dark web, the same is true

for pseudo-access restrictions such as unrestricted fo-
rum registration. Hidden services are often misused
for illicit purposes such as providing platforms for
trading of drugs, weapons or counterfeit money and
seem to be relatively short living45with darknetmar-
ketplaces usually closing down in under a year.46

Closingdown,however, regularly justmeansvendors
and customers moving to the next marketplace.47

With limited longevity the processing and in partic-
ular storage of publicly available data becomes par-
ticularly important to avoid the decay of relevant ev-
idence. At the same time, the extensive processing of
this information source can state a severe interfer-
ence with fundamental rights to privacy and data
protection of the network users.

6. Publicly Available APIs

Besides these sources many companies provide pub-
licly available APIs48. While some providers of APIs
require registration (API-authorisation-keys) these
APIs still have to be deemed publicly available if the
registration isnot further restricted toa specific group
of users. However, API access can of course also be
limited to specific persons. Provision of APIs is usu-
ally driven by economic considerations. APIs are
hence usually created to allow additional soft-
ware/functions to be usable with the respective plat-
forms. These APIs provide specific insights and ac-
cess to functions and content available through the
data providers. Looking at the use of APIs it remains
difficult to determine the controllership-attributes of
the requesting and the responding party. While the
request is governed by A, the content of the response
and the accesseddatabase itself is controlledbyB.The

43 ‘The Onion Router’ <https://www.torproject.org/>.

44 ‘Invisible Internet Project’ <https://geti2p.net>.

45 Amirali Sanatinia et al, ‘A Privacy-Preserving Longevity Study of
Tor’s Hidden Services’ (2019).

46 European Monitoring Centre for Drugs and Drug Addiction,
‘Drugs and the darknet: perspectives for enforcement, research
and policy’ (2017) <http://www.emcdda.europa.eu/publications/
joint-publications/drugs-and-the-darknet>.

47 Anirudh Ekambaranathan, Sarah Meiklejohn and Andreas Peter,
‘Using Stylometry to Track Cybercriminals in Darknet Forums’
(2018) <https://pdfs.semanticscholar.org/aebe/
d4be444386dc4beb88f8e63c75e81c14a7b8.pdf>; Xiao H Tai,
Kyle Soska and Nicolas Christin, ‘Adversarial Matching of Dark
Net Market Vendor Accounts’.

48 eg docs.shapeshift.io, de.openlegaldata.io, reddit.com/dev/api,
github.com/public-apis.
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CJEU cases C-210/16 (Facebook fanpage), C-40/17 (like
button on external website) as well the Article 29
Working Party Opinion on controllership49 state that
the access toAPIsmost likely has to be deemed a joint
controllership by the requesting and providing party.
Regarding the risks for the data subject it is debatable
if API access should be preferred over screen-scrap-
ing fromaprivacyperspective.Dataprovided through
APIs is usually well structured, while screen-scraping
is in general more prone to errors and is likely to re-
sult in a lower data quality - increasing the risk for
thedata subject.The joint controllershipconstellation
provides the data subject with two accountable par-
ties. Since the third party will often remain unknown
to the data subject, an additional point of contact to
exert data protection rights is positive. At the same
time, the accountability of the joint controllership is
limited to the actual access/collection of the data
through the API. Any further processing will usually
remain under the sole control of the collecting party.
However, a known initial point of contact at least eas-
es identification of the respective third party.

7. P2P

There are myriads of peer-to-peer (p2p)-networks
that can provide investigatorswith publicly available
information.50

Classic p2p-sharing-networks such as Kazaa,
Limewire or Torrents are usually publicly available
to allow all users to participate in the file-sharing.
Since these networks mainly raise questions with re-
gard to IP law, this section will focus on a specific
p2p-driven system - cryptocurrencies. Cryptocurren-
cies usually rely on blockchain technology to over-
come the issue of lacking trust between the partici-
pating actors in the network. Cryptocurrencies such
as Bitcoin or ZCash have been subject to increasing
interest in research and law enforcement. Given the
lack of trust in a central actor, all transactions must
be verified by the network itself. As a consequence,
all transactions need to be verifiable and hence visi-
ble to the network participants. Since participation
is not limited to a specific group, the data transaction
data is deemed publicly available. Based on crypto-
graphic approaches somevirtual currencies allowob-
fuscation of the transactions thereby trying to main-
tain anonymity of the users. Having said that, a long
line of research has shown that even so-called priva-
cy coins often produce only limited levels of
anonymity.51 With cryptocurrencies speciously be-
ing anonymous, they are often the currency of choice
for illicit transactions. At the same time, they are be-
coming increasingly popular in daily life - be it as
speculative financial investment or actual substitu-
tion of a fiat currency. Follow the money remains a
valid principle in cyber-based investigations and
LEAs are keen to use this principle on virtual curren-
cies. Performing transactions requires the user to
broadcast transaction-message to a node in the net-
work. Thismessage is then spread across thenetwork
through other participating nodes (so-called ‘Gossip
Protocol’). The straight-forward approach is based on
classic man in the middle (MITM) attack. The inves-
tigating party (LEA or private party) sets up one or
more nodes in the network to analyse the network
traffic and store IP-addresses of the participants52 of-
ten in combination with additional techniques, such
as the analysis of so called simplified-payment-veri-
fication (SPV) messages of Bitcoin clients.53 This ap-
proach however is limited by the fact that the initial
message can still be sent through additional network
layers, such as TOR with some cryptocurrencies in-
tegrating such protective measures in their protocol
itself (eg Bitcoin54). Besides metadata (eg IP-address-
es, connection times, etc) the content of the network
communication (ie transactionmessages) is analysed
as well. Based on this data, the pseudonymous or

49 WP29, ‘Opinion 1/2010 on the concepts of ‘controller’ and
‘processor (WP 169)’ (2010) <https://ec.europa.eu/justice/article
-29/documentation/opinion-recommendation/files/2010/wp169
_en.pdf>.

50 Claudia Peersman et al, ‘iCOP: Live forensics to reveal previously
unknown criminal media on P2P networks’ (2016) 18 Digital
Investigation <https://doi.org/10.1016/j.diin.2016.07.002>; Marc
Liberatore et al, ‘iCOP: Live forensics to reveal previously un-
known criminal media on P2P networks’ (2016) 7 Digital Investi-
gation <https://doi.org/10.1016/j.diin.2010.05.012>; Yee-Yang
Teing et al, ‘Forensic investigation of P2P cloud storage services
and backbone for IoT networks: BitTorrent Sync as a case study’
(2017) 58 Computers & Electrical Engineering 350 <https://doi
.org/10.1016/j.compeleceng.2016.08.020>.

51 Fergal Reid and Martin Harrigan, ‘An Analysis of Anonymity in
the Bitcoin System’ in Yaniv Altshuler et al (eds), Security and
Privacy in Social Networks (Springer New York 2013); George
Kappos et al, ‘An Empirical Analysis of Anonymity in Zcash’
(2018).

52 Alex Biryukov, Dmitry Khovratovich and Ivan Pustogarov,
‘Deanonymisation of clients in Bitcoin P2P network’ (2014)
abs/1405.7418 CoRR.

53 Arthur Gervais et al, ‘On the Privacy Provisions of Bloom Filters
in Lightweight Bitcoin Clients’ (Proceedings of the 30th Annual
Computer Security Applications Conference, 2014).

54 Hackernoon.com, ‘Bitcoin Upgrades with Dandelion: The Trans-
action Privacy Protocol’ (2019).
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pseudo-anonymous transactiondetails canbe subject
to further analysis such as clustering (eg multi-input
heuristic55) that aim to attach multiple addresses to
a single (known or unknown) entity. Transaction da-
ta on permissionless blockchains has to be deemed
publicly available. The data can reveal sensitive fi-
nancial information about the data subject and can
hence state a severe interference with fundamental
rights. Given the complexity of the system itself, lim-
ited technical knowledge of the average user and the
analytical approaches, users can not be expected to
foresee third party processing of their transactions.
As pointed out before, the public availability can
hence not be reinterpreted as consent for processing
beyond what is necessary to perform the transaction
nor as manifest publication. Beyond direct access to
the blockchain, some services make additional infor-
mation on transactions publicly available via APIs56

(see IV.6).

8. Conclusion

With technology developing in all areas of life, nov-
el public data sources arise on a daily basis. Be it
wrongfully configured Internet of Things (IoT) de-
vicesorblockchain-basedcryptocurrencies andsmart
contracts. The combination of different data sources
can easily be (mis-)used to create profiles on natural
persons,whichcanbeof interest for lawenforcement.
It is hence that data analysis in this area is often par-
ticularly focused on being able to create such profiles.

V. Analytical Methods

Following the data sources, it is necessary to evalu-
ate the data analysis concepts that are applied to the
(publicly available) data. The following section will
focus on three general steps in the analytical ap-
proach. The mere extraction of publicly available da-
ta57 is oftenrelativelyeasyandresearch ishencemore
focused a specific analysis and learning models to
make the processing more efficient or create novel
insights. Depending on the source data and proto-
cols, different approaches are available.58 For exam-
ple websites can be scraped for text content59 or for
media content60. Similarly, there are myriads of ap-
proaches for other networks, such as blockchain-
based cryptocurrencies.61 All these approaches have

in common that they are increasingly driven by ma-
chine learning and similar AI approaches.62

1. Framing

Prior to any processing it is necessary to detect and
define the problem that needs to be solved. The prob-
lem must be sufficiently narrowed down to allow ef-
ficient processing. At this point it is already crucial
to define the problem without any unwanted bias.
This becomes ever more important where (external)
data scientists or developers define the problem
based on limited information provided by LEAs.
Cross-disciplinary description of a problemwillmost
certainly go along with a loss of information and dif-
ferent perceptions of a problem. For example LEAs
request a tool to find drug dealers, the data scientist
does not know what substances are illicit drugs un-
der the relevant legislation. The developed algorithm
hence accidentally also targets innocent persons. Af-
ter defining the problem the data scientist needs to
identify the most meaningful approach/model to
solve it. It is necessary to be able explain why a cer-
tainmodelwasused togenerateevidence/intelligence
from the data. In this regard, it needs to be discussed

55 Sarah Meiklejohn et al, ‘A Fistful of Bitcoins: Characterizing
Payments among Men with no Names’ ( Proceedings of the 2013
Conference on Internet Measurement Conference, 2013).

56 eg shapeshift.io, changelly.com.

57 R Mitchell, Web Scraping with Python: Collecting More Data from
the Modern Web (2018); Jussi Myllymaki, ‘Effective Web data
extraction with standard XML technologies’ (2002) 39(5) Comput-
er Networks <https://doi.org/10.1016/S1389-1286(02)00214-1>.

58 Johnson, Faustina, Gupta, Santosh Kumar, ‘Web Content Mining
Techniques: A Survey’ (2012) <https://pdfs.semanticscholar.org/
74a7/c3bb6c249726c006412a25297a1427b54920.pdf>.

59 Ekambaranathan, Meiklejohn and Peter (n 48).

60 Gerold Laimer and Andreas Uhl, ‘Key-Dependent JPEG2000-
Based Robust Hashing for Secure Image Authentication’ (2008) 1
EURASIP Journal on Information Security 1:1‐1:19; S S Kozat, R
Venkatesan and M K Mihcak, ‘Robust perceptual image hashing
via matrix invariants’; R Venkatesan et al, ‘Robust Image Hashing’
(2000); Di Wu, Xuebing Zhou and Xiamu Niu, ‘A novel image
hash algorithm resistant to print‐scan’ (2009) 89(12) Signal Pro-
cessing 2415.

61 Dmitry Ermilov, Maxim Panov and Yury Yanovich, ‘Automatic
bitcoin address clustering’; Masarah Paquet-Clouston, Bernhard
Haslhofer and Benoit Dupont, ‘Ransomware Payments in the
Bitcoin Ecosystem’ (2018); Andrew Miller et al, ‘An Empirical
Analysis of Linkability in the Monero Blockchain’ (2017)
abs/1704.04299 CoRR.

62 Mikkel Harlev et al, ‘Breaking Bad: De-Anonymising Entity Types
on the Bitcoin Blockchain Using Supervised Machine Learning’
(Proceedings of the 51st Hawaii International Conference on
System Sciences, 2018) <http://hdl.handle.net/10125/50331>.
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which approach generates the lowest risk for the fun-
damental rights of the affected data subjects (data
protection) and the suspect (criminal procedure). For
example, to create a chain of evidence, generate high
evidential value and a verifiable outcome in criminal
trials it may be required to process and store addi-
tional publicly available data - thereby broadening
the scope and interference with fundamental rights
of thirds. In the end, these questions can be narrowed
down to the weighing of the stately interest of pros-
ecution against the fundamental rights toprivacy and
data protection of the data subjects. Due to the pace
and complexity of novel analytical approaches it ap-
pears that the legal systems increasingly lag behind,
resulting in an insufficient discussion how to balance
these interests. By default, the European and, more
importantly, national legislators have not yet been
able to create sufficient legal bases that create some
legal certainty but rather appear to paralysed in sight
of the quickly changing technological possibilities.
The lack of legislation in this evermore important
area however does not result in a lowered use of nov-
el approaches but rather in a grey zone where any-
thing that is available appears to be usable either
through third parties or by LEAs themselves. In this
uncertainty, the decisional power lies in the hands of
the data scientist who has to decide which model is
the most feasible for the current use. It is then his to
decide if an individual system needs to be set up or
if pre-customised (ie AutoML) approaches can be
used. This decision is seldom driven by legal consid-
erations but rather factual ones, eg the knowledge of
the data scientist or budgetary limitations. The end-
user of the outcomes will seldom be able to under-
stand the underlying model and methodology. He is
hence unable to evaluate the evidential value, risks
for fundamental rights or even the compatibilitywith
a legal basis but rely on the data scientist. In the fol-

lowing, Iwill try to depict someof the available analy-
sis models to depict the complexity of the underlying
data science. Note that each approach requires exten-
sive additional legal research as well as case-by-case
evaluation for the specific use case and can only be a
starting point for additional research.

2. Collection

Following the framing, data can be collected accord-
ing the used model. Where publicly available data is
used as training data, it must be acknowledged that
the trainingmaterial in itselfmightbe flawedalready.
Public data is likely to incorporate pre-existing bias-
es of the user - especially when social media or sim-
ilar data sources are used. It is hence necessary to col-
lect training data in a manner that ideally excludes
unwantedbias.63Thecollectionprocess is steeredand
limited by legitimate interests of the controller and
the data subjects. Legitimate law enforcement inter-
ests can only exist within their legal barriers - even
if they are inherited by third parties. Other interests
are likely to be broader, eg due to the high legal re-
quirements in the financial sector and the lowered
risks to the data subjects in comparison to law en-
forcement activity.Wheremultiple purposes are pur-
sued, it is favourable to create Chinese walls between
datasets as far as necessary and possible. Subsets can
internallybecombinedwherenecessary (egasa train-
ing set for machine learning (ML) approaches) - data
provision however must adhere to legal limitations
in the specific context. These limitations must be de-
finedprior todataprovisionand reflectedon the tech-
nical level (ie only anonymous statistics in pre-inves-
tigation phases and only based on a relevant subset).

3. Analysis
As described in Section IV, many valuable sources of
publicly available information provide information
in unstructured form. The following section will dis-
cuss three promising methods to analyse publicly
available text, image and cryptocurrency data.

Analytical approaches nowadays often rely onma-
chine learning - a subset of AI. Pursuant to the High-
Level Expert Group on AI (HLEG-AI) and the Euro-
pean Commission, artificial intelligence systems dis-
play intelligent behaviour by analysing their environ-
ment and taking actions – with some degree of auton-
omy – to achieve specific goal.64Where AI is applied

63 Karen Levy and Solon Barocas, ‘Designing Against Discrimination
in Online Markets’ (2017) 32(3) Berkeley Technology Law Journal
<https://doi.org/10.15779/Z38BV79V7K>; Matthias Leese, ‘The new
profiling: Algorithms, black boxes, and the failure of anti-discrimi-
natory safeguards in the European Union’ (2014) 45(5) Security
Dialogue <https://doi.org/10.1177%2F0967010614544204>.

64 European Commission, ‘Communication from the Commission to
the European Parliament, the European Council, the Council, the
European Economic and Social Committee and the Committee of
the Regions on Artificial Intelligence for Europe’ (2018) <https://
ec.europa.eu/transparency/regdoc/rep/1/2018/EN/COM-2018-237
-F1-EN-MAIN-PART-1.PDF>; High-Level Expert Group on Artifi-
cial Intelligence, ‘A definition of AI: Main capabilities and disci-
plines’ (2019) <https://ec.europa.eu/newsroom/dae/document
.cfm?doc_id=56341>.
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in any form (eg clustering, reinforced learning) to
generate intelligence for law enforcement purposes
associated risksneed tobe taken into consideration.65

When it comes to machine learning, two major con-
cepts should be known - Convolutional Neural Net-
works (CNNs) andRecurrent Neural Networks (RNNs).
When data is analysed based on these concepts, it is
necessary for users to understand their risks and ad-
vantages to be able to put outcomes into perspective.
CNNs, for example, are especially powerful for pat-
tern detection and are hence particularly helpful in
image processing with fixed inputs. To be able to re-
view CNNs outcomes, the reviewer must be aware
whichpatterns canbedetected (eg edges or symbols),
which filters were used and where shortcomings
might be. RNNs on the other hand do not rely on
fixed inputs and are hence easily applicable to data
sequences such as text or speech. One example for
RNNs is the so-called Natural Language Processing
(NLP). It describes a method to analyse unstructured
text data and is hence particularly important to
analyse textual content from the surface and/or dark
web. In this approach the text is usually split into to-
kens (eg words, characters), that are then often sub-
ject to stemming (ie reducing inflectional forms in a
text) to ease analysis. These reduced tokens are then
usually be vectorised based on different models. (eg
ngram, bigram). For programming languages like
Python there are already libraries like NLTK66, Spa-
Cy67, Gensim68 or TensorFlow69. All of these models
have different, though overlapping, use cases and
most of them come with pre-trained statistical mod-
els and word vectors that allow data scientists to
quickly analyze text data. However, if these libraries
are used it is necessary to understand their shortcom-
ings. If the analytical outcomes don’t have sufficient
evidential value, the interests of the affecteddata sub-
ject will usually outweigh interests of the con-
troller/LEA. In addition, ML approaches usually pro-
vide probabilistic outcomes that require evaluation
by the end-user. Failing to understand the underly-
ing libraries easily results inwrongful suspicions and
must hence be open to scrutiny. For example, the
analysis wrongfully identifies participants of a polit-
icaldiscussionas suspects inan investigationbecause
the term ‘stealing’ appears above average in compar-
ison to the underlying statisticalmodel or the author-
ship attribution wrongfully connects multiple posts
in a forum to a single entity because the style of writ-
ing of two entities matches with 95% certainty.70

Example - Cryptocurrency Analysis: Although ex-
change services nowadays fall under AML-Regula-
tion and hence have to complywithKYC,many own-
ers of keys remainpseudo anonymous.Drivenbyvar-
ious interests there is a long line of research target-
ed at de-anonymizing participants in cryptocurren-
cy networks - this is, of course, also in the interest of
LEAs. The public availability of the blockchain is the
starting point for multiple analytical approaches
such as clustering or outlier detection. Cryptocurren-
cies generally allow participants to create an unlim-
ited number of private/public-key combinations
which are roughly comparable to bank account num-
berswithnonamesattached to them.Astartingpoint
for investigations is to find subsets of public keys
that are likely to belong to the same entity. Based on
the underlying protocols of cryptocurrencies this so-
called clustering aims to do so by checking (all) trans-
actions based on certain assumptions (heuristics).
For Bitcoin one of these assumptions is that if a trans-
action stems frommultiple input addresses, they are
likely to belong to the same entity (multi-input
heuristics71). This assumption is based on the fact
that Bitcoin transactions require a private key that
(ideally) is only known by the owner of the address
(similar to a TAN/PIN when issuing a classic trans-
action). Many of the currently existing cryptocurren-
cies are based on the Bitcoin protocol (eg Bitcoin
Cash, Litecoin) making this approach applicable in
many contexts. But also, more privacy-centric cryp-
tocurrencies like ZCash72 or Monero73 have been
shown to allow at least partly de-anonymisation of
participants even for transactions across multiple
blockchains.74 Due to a lack of ground truth, the ac-

65 Levy and Barocas (n 64); Karen Hao, ‘This is how AI bias really
happens—and why it’s so hard to fix’ (2019) Technology Review
(MIT) <https://www.technologyreview.com/s/612876/this-is-how
-ai-bias-really-happensand-why-its-so-hard-to-fix/>.

66 ‘Natural Language Toolkit’ <https://www.nltk.org/>.

67 ‘spaCy’ <https://spacy.io/api/doc>.

68 ‘Gensim’ <https://radimrehurek.com/gensim/apiref.html>.

69 ‘Tensorflow’ <https://github.com/tensorflow/docs>.

70 Ekambaranathan, Meiklejohn and Peter (n 48).

71 Meiklejohn et al (n 56).

72 Kappos et al (n 52).

73 Abraham Hinteregger and Bernhard Haslhofer, ‘An Empirical
Analysis of Monero Cross-Chain Traceability’ (2018)
abs/1812.02808 CoRR.

74 ibid; Haaroon Yousaf, George Kappos and Sarah Meiklejohn,
‘Tracing Transactions Across Cryptocurrency Ledgers’ (2018)
abs/1810.12786 CoRR.
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curacy of the underlying assumption currently can-
not be proven, resulting in unclear evidential value.75

In trials the existing uncertainty can at least partly
be overcome by pairing ‘probabilistic evidence’ with
factual evidence - ie checking probabilistic outcomes
against deterministic analysis of seized devices. To
overcome the (potential) lack of accuracy clustering,
outcomes can be enriched with further data - often
from other publicly available sources. This does not
change theaccuracyof the clusteringbut can increase
the information density of the dataset and hence be
an indicator for the plausibility of the analysis. High-
er information density is hence an important selling
point for commercial tools in the area of cryptocur-
rency analytics. Besides connecting it with publicly
available data the information density can also be
coupled with additional analytical methods such as
outlier/anomaly detection76 or ML cluster-classifica-
tion.77 This bundle of analytical and enrichment
processes often requires extensive computational ef-
fort and is hence seldom conducted by LEAs direct-
ly. Consequently, these approaches usually take place
prior to and/or independently of law enforcement ac-
tivity/investigations. When such techniques are
used, supervision and review is only possible if the
underlying technological concepts are understood.
In addition, it is necessary to discuss the evidential
value of such outcomes. It is, for example, yet not
clear if outcomes of clustering are sufficient to raise
an initial suspicion to start an investigation, or if this
clashes with the general prohibitions for fully auto-
mated decisions laid down in Article 22 GDPR or Ar-
ticle 11 LED.

4. Conclusion

Framing, collection and analysis are all highly criti-
cal steps in law enforcement work. Nowadays some
of these steps are outsourced to private parties with
different appreciation and understanding of funda-

mental rights. It is hence necessary to discuss if so-
ciety accepts that private parties define what mater-
ial may be relevant in investigations. The key ques-
tion in this regard is if processing for law enforce-
ment purposes can constitute an acceptable purpose
under the GDPR. The flexible legal bases in Article 6
GDPR may be interpreted to allow all kinds of data
processing as long as the fundamental rights of the
data subjects are sufficiently protected. In this light,
the meaning of the purpose would be reduced to a
mere measure for the scope of processing (purpose
limitation). However, this argumentation oversees
that the purpose must still be lawful - ie requires a
legal basis. Since public security is a domain of pub-
lic sovereignty, the GDPR is unable to provide such
a legal basis. In addition, the GDPR does constitute a
preventive ban on processing of personal data that
is subject to special legal permission - ie specific le-
gal bases. It is hence currently up to member states
to provide a sufficiently clear national legislation for
law enforcement data analysis. To my best knowl-
edge, this is currently not the case in any Member
State. Instead, data processing ever so often iswrong-
fully based either on the GDPR itself or on general
clauses in national law. The latter will seldom con-
form with the requirement for sufficient precision
of the law and hence only allowsminor interferences
with fundamental rights. Due to uncertainties in the
analysis, the required amounts of data and the abili-
ty to connect data points, the use of AI-driven analy-
sis is unlikely to constitute such aminor interference.
Where national legal bases are provided, it is at least
necessary to equip supervisory authorities and end-
users with sufficient manpower and knowledge to
be able to review the provided data. This is current-
ly not the case. The reliance of expert witnesses in
criminal trials to overcome these issues is not suffi-
cient as they will only be able to review outcomes in
the individual case but not for cases that never go to
trial.

VI. Processing Constellations

Beyond thedata sources, thecontext, and themethod-
ology of processing it is important to consider the
specific constellations in which these actions take
place. There are uncountable possible constellations
for the analysis of publicly available data - often con-
sisting of many players, that knowingly or unknow-

75 Michael Fröwis et al, ‘Safeguarding the Evidential Value of Foren-
sic Cryptocurrency Investigations’ (2020) Forensic Science Inter-
national: Digital Investigation <https://doi.org/10.1016/j.fsidi
.2019.200902>.

76 Masarah Paquet-Clouston, Bernhard Haslhofer and Benoit
Dupont, ‘Ransomware Payments in the Bitcoin Ecosystem’ (2018)
arXiv preprint arXiv:180404080.

77 Francesco Zola et al, ‘Cascading Machine Learning to Attack
Bitcoin Anonymity’ (2019).
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ingly work together to generate intelligence or evi-
dence. Many of these constellation result in opaque
legal situations making it hard for supervising au-
thorities, data subjects and defendants to review or
challenge the underlying processes to the degree en-
visioned in criminal procedure as well as in data pro-
tection law.

1. Relevant Actors

To understand the constellations and evaluate ac-
countability of the actors, it is necessary to identify
the controller and processor in the respective con-
stellations. Pursuant to Article 4(7) GDPR controller
means the natural or legal person, public authority,
agency or other body which, alone or jointly with
others, determines the purposes and means of the
processing of personal data. In contrast, under the
LED only competent authorities can be controllers.
Article 4(8) GDPR and Article 3(9) LED identically
define the ‘processor’ as a natural or legal person,
public authority, agency or other body which
processes personal data on behalf of the controller.
In addition, some players in this realm (eg Europol,
Interpol) currently completely fall outside the scope
of unified data protection regulation. The Europol
Regulation78 does not differentiate between con-
trollers and processors as it does not fall under Eu-
ropean-bodies regulation79 but is based on an indi-
vidual legal framework. Similarly, Interpol does not
fall under EU legislation at all, only being subject to
their own ‘Rules on the Processing of Data’80 that al-
so donot know the concept of controllers andproces-
sors.

2. Single Party Processing

LEAs historically gathered information on their own
and have it evaluated by their internal experts, data
forensics and so on. In these cases, the LED and its
respective national transposition remains fully ap-
plicable for each step. It is hence necessary that data
collection and processing have a sufficient legal ba-
sis either in police law or criminal procedure codes.
Similarly, private parties can process data for foren-
sic purposes outside law enforcement activity (eg for
forensic research) under the GDPR. The single party
is hence controller and processor. This constellation

does not raise additional risks and the processing
rules in this constellation are comparatively well de-
fined, although they have not yet been adapted to
novel data driven technologies. As a consequence,
law enforcement practitioners often perceive data
protection as a heavyweight impractical instrument
that is limiting any data driven investigation efforts.
This is true to an extent - due to the lack of a legal ba-
sis there is no balancing weight for data protection
legislation but rather a prohibition to use novel data
driven approaches at all.

Example 1: The LEA lawfully acquires a picture
from a publicly available source and requires inter-
nal experts on image analytics to identify if the pic-
ture was photoshopped or not.

Example 2: Internal experts evaluate content of a
seized device.

3. Controller-Processor

In this constellation the LEA outsources certain tasks
to a private party but remains in control of the pro-
cessing. In this case the legal limitations of LEAs are
usually conveyed to the private partner through con-
tractual agreements. In this scenario the LEA is the
controller and the forensic institute the commis-
sioned data processor. This processing approach is
also relatively unproblematic and is governed by the
criminal procedure code and the LED through the
contractual agreement.

Example 1: LEA assigns a forensic institute to
analyse a lawfully seized mobile phone.

Example 2: The LEA identifies a relevant transac-
tion on the blockchain. Due to a lack of internal ex-
pertise, an external data forensics expert is charged
to analyse the specific transaction flow for the spe-
cific investigation. The expert subsequently analyses
the data based on a specific contractual agreement
and for an explicitly defined purpose.

78 Regulation 2016/794 (n 16).

79 Regulation (EU) 2018/1725 of the European Parliament and of the
Council of 23 October 2018 on the protection of natural persons
with regard to the processing of personal data by the Union
institutions, bodies, offices and agencies and on the free move-
ment of such data, and repealing Regulation (EC) No 45/2001
and Decision No 1247/2002/EC (Text with EEA relevance)
[2018].

80 Interpol General Assembly, ‘Interpol Rules on the Processing of
Data - III/IRPD/GA/2011 (2016)’ (2016).
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4. Controller-Controller

When it comes to novel data driven investigation
methods many commercial parties aim to provide
their services to LEAs, often as subscription models.
The cooperation still includes contractual agree-
ments between the parties that require data
providers to ensure that only lawfully collected in-
formation is provided. However, LEAs do not have
direct control of the data processing of the private
party. In comparison to the controller-processor re-
lation, the private party acts independently and also
does not fall under the LED nor under criminal pro-
cedure codes. This concept appears to be compelling
because at first sight the legal limitations of private
parties to gather data are much wider and flexible
than the ones for LEAs. Legal limitations of LEAs can
only be imposed on the party contractually. Where
contracts are not sufficiently precise, the collection
and analysis of the data is remains governed by the
GDPR which provides a bouquet of possible legal
bases for data processing. Usually the initial process-
ing of the private controller is based on Article 6(1)
lit. d, e or f GDPR. These legal bases are only spe-
ciously applicable, though. Article 6(1) lit. d GDPR
applies if the processing is necessary to protect vital
interests of the data subject or of another natural per-
son. Since the processing takes place for LEAs and
hence to protect public - it can be argued that it is
necessary to protect vital interests of the data sub-
jects and natural persons. Article 6(1) lit. e GDPR re-
quires necessity of the processing for a task carried
out in the public interest or in exercise of official au-
thority vested in the controller. Since law enforce-
ment activity is generally deemed within the public
interest, lit. e may also be applicable. In addition, the
gathered data and analytical approaches are often
used for other purposes such as research. Article 6(1)
lit. f GDPR requires the controller to have legitimate
interest in the processing that needs to weighed
against interests of the data subjects. This legal ba-
sis is arguably the most common one, and usually
the following line of argumentation enfolds. First,
the economic interests of the private party are gen-
erally deemed legitimate. Second, the processing for
law enforcement purposes which could arguably al-

so a legitimate interest. Third, the data subjects’ in-
terests are not worthy of protection due to their pub-
lic availability (seemisconception of public availabil-
ity in Section III). Fourth, even if the data subjects’
interests are put into consideration, the eventual ac-
cess to the data is still at the hands of LEAs. For ex-
ample, the law enforcement officer will only search
the database for a specific individual ‘Suspect X’ and
hence only receive related information. As a conse-
quence, private data provides usually classify their
processing as lawful speciously deemed lawful from
a GDPR perspective. Unfortunately, none of the ar-
guments above changes the fact that the EU is un-
able to conclusively govern - ie allow - data process-
ing for law enforcement purposes in the GDPR since
the area of public security is still subject to national
sovereignty. This means that the private processing
for law enforcement purposes usually lacks any le-
gal basis. The common perception, however, seems
to be that processing limitations only indirectly arise
from additional issues such as admissibility of so
generated evidence in a trial due to the uncertain le-
gal situation and a lack of understanding the under-
lying data analysis. As observed in other contexts,
this increases the risk forparallel construction.81Last
but not least, the collection and analysis of publicly
available data often follows a ‘multi-purpose’ busi-
ness model. The ability to extract information from
publicly available data is of course not only relevant
for LEAs but also for many others (eg research, fi-
nancial institutions, etc). The purpose of the initial
collection hence often defined by interests of multi-
ple parties and can be broken down to ‘processing
for the purpose of providing tailored insights into
data for the respective customers’. As a consequence,
the initialdataprocessingscopecaneasilybeexpand-
ed and remain compliant with the GDPR.While this
may work in private contexts, the provision of out-
comes to LEAs remains incompliant with the initial
purpose (Article 5 (1) lit. b GDPR) and lacks a legal
basis.

Example: Company A scrapes, stores and analyses
darkweb data over two years to be able to create and
sell insights on darknet activity based on Article 6(1)
lit. f GDPR. Customer 1 is a pharma company who
needs insights on illicit tradingwith their drugs. Cus-
tomer2 is aLEA investigatingdrugdealers.Customer
3 is a cryptocurrency exchange service that requires
information on pseudo-anonymous transactions to
be able to comply with AML regulations. Company

81 Natasha Babazadeh, ‘Concealing Evidence: ’Parallel Construc-
tion,’ Federal Investigations, and the Constitution’ (2018) <https://
ssrn.com/abstract=3319387>.
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A gathers and analyses data based on its customer
requirements. All customers are provided with rele-
vant information based on the whole dataset. None
of the customers knows or understands the underly-
ing machine learning algorithm that was used to
identify the provided informationdue to commercial
secrets.

5. Joint Controllership

In the section above, the data collection and analysis
happened independently. If LEAs and private com-
panies team up to process data, this often results in
a factual joint controllership situation - ie both par-
ties jointly control the purposes and means of the
processing (cf Article 26(1) GDPR). Unfortunately, it
remains unclear if the concept of a joint controller-
ship is applicable between the legal frameworks of
the GDPR and the LED. The LED only allows compe-
tent authorities to be controllers, making it impossi-
ble for private parties to fall under this Directive. As
described above data processing relies on the use of
APIs to outsource computational approaches or ex-
tend functionality in general (cf Maltego, IBM Ana-
lyst Notebook, Palantir). In these cases, the API
provider usually defines the possible requests and
underlying data processing - the requesting party fur-
ther specifies the request for an individual case - in
short, both parties control the processing (see Figure
1). The use of APIs hence usually results in a joint
controllership.82Where LEAs are involved these con-
stellations fulfil all conditions of joint controllership
except one. Consequently, even if LEAs and private
parties collaborate, they currently have to be classi-
fied as individual controllers under their respective
legal frameworks. An overarching joint controller-
ship is not yet foreseen in the European data protec-

tion framework. A ‘practical’ joint controllership be-
tween private and public parties hence currently re-
sults in the same risks discussed in Section VI-D. In
this context it is necessary to discuss if the provisions
of the GDPR or the LED need to be adapted to cover
(practical) joint controllership constellations. Since
the GDPR does not cover for law enforcement pur-
poses in general, the lacking reflection of these types
of cooperation currently results either in illicit and
uncontrolled data processing or severely constraints
the LEAs capability to access novel data drivenmeth-
ods.

Example 1: Company A and LEA decide to start a
cooperation. Both identify the specific requirements
and limitations and conduct the processing accord-
ingly.

Example 2: Company A is individually scraping
and analysing data that it assumes to be valuable for
LEA customers (single controller). Outcomes of the
processing areprovided to customers throughanAPI
(joint control).

Example 3: Company A provides a software that
integrated an API from Company B that allows on
demand (live) analysis ofwebsites (joint control with
LEA+B).

6. Conclusion

Private-public processing constellations, are often
used to circumvent constitutional limitations based
on the legal uncertainty revolving around the applic-
ability of legal frameworks. It is hence necessary to
identify if the GDPR is at all applicable in these cir-
cumstances. InRecital 88, theGDPRat least acknowl-
edges the ‘legitimate interests of law-enforcement au-
thorities’. This could be seen as an indicator that such
interests are limited to competent authorities. Other-
wise it could just have referred to ‘law enforcement
purposes’. Article 23 GDPR particularly allows the re-
striction of data subjects’ rights for the purposes of
prevention, investigation, detection or prosecution
of criminal offences. The Regulation hence at least
knows the possibility that data processed under the

82 Case C-40/17 Fashion ID GmbH & Co.KG gegen Verbraucherzen-
trale NRW e. V. [2018] ECLI:EU:C:2019:629; Case C-210/16
Unabhängiges Landeszentrum für Datenschutz Schleswig-Hol-
stein gegen Wirtschaftsakademie Schleswig-Holstein GmbH
[2018] ECLI:EU:C:2018:388.

Figure 1. Processing constellation example
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GDPR can be relevant to law enforcement. At the
same time, the EU (and hence the GDPR) is not em-
powered to govern the core area of public security of
theMemberStates. These limitationshenceonly con-
cern secondary processing types such as general ad-
ministration, traffic regulation, handling of environ-
mental disasters, etc.

The state-of-the-art (SOTA) analysis of publicly
available data for investigative purposes is, however,
part of the core area of law enforcement and can
hence not be governed by the GDPR. In reality, how-
ever, the initial processing of data by private parties
if usually based on the GDPR and the companies le-
gitimate economic interests. The collection in itself
can hence often be lawful if it is also conducted for
other (GDPR-compliant) purposes. Since initial data
processing for law enforcement purposes is not com-
pliant with the GDPR the provision of data to LEAs
can also not constitute a lawful further processing un-
der Article 5 lit. b GDPR. Consequently, the constel-
lations as described above are widely incompatible
with the GDPR and constitute illicit data processing.
Such limitations thwart LEAs frommuch needed ca-
pabilities to access SOTA analytical methods, in par-
ticularwhen it comes to publicly available data. From
a legal perspective it would hence be desirable to
open up the LED insofar as to allow joint controller-
ship constellations under the law enforcement
framework and provide novel legal bases for data dri-
ven investigations. This would create certainty with
regard to the scope of processing help balancing the
use of SOTA technology83 against the fundamental
rights of the data subjects. The flexibility provided
by the GDPR, however, is not sufficiently precise to
be applicable in a law enforcement context. Even if
the GDPR would be deemed applicable, further in-
consistencies between the two frameworks would
arise. For example, Article 14 GDPR requires the con-
troller to provide information about the processing
(eg contact details, purposes of processing, data cat-
egories). The GDPR also includes exemptions from
this requirement, such as that the requirement is not

applicable where it proves impossible or would in-
volve a disproportionate effort (Article 15(5) lit b
GDPR). The LED on the other hand does generally
limits information obligations but does not know ef-
fort as a relevant factor. In contrast to the GDPR, Ar-
ticle 25 LED requires detailed logging of collection,
alteration, consultation, disclosure including trans-
fers, combination and erasure.84 Due to the vast
amount of affected data subjects and the often pseu-
donymous nature of the data, the private controller
will usually be able to substantiate that the direct pro-
vision of information to data subjects is at least a dis-
proportionate effort. In this scenario, the GDPR re-
quires the controller to take appropriate measures to
protect the rights and freedoms and legitimate inter-
ests of thedata subjects and especially names thepos-
sibility to make information about the processing
publicly available. It is yet unclear which degree of
detail and which channels of publication are neces-
sary. In one of the first cases concerning publicly
available data the respective authorities suggested
that the controller could have used SMSmessages or
commercial television spots to provide information
to the data subjects.85 These inconsistencies express-
ly underline that the EU legislator did not foresee co-
operation involving both frameworks. In addition,
the LED only allows competent authorities to be con-
trollers of law enforcement data processing - current-
ly excludingprivate parties from this possibility. This
does not result in a regulatory gap since the require-
ments in themselves are conclusive. It does however
result in a gap between practical requirements and
legal possibilities. LEAs regularly lack sufficient le-
galbases, technicalknowledgeandbudget tousesuch
novel data driven technologies. Consequently, it ap-
pears that somekind of ‘shadow-market’ has evolved,
where private parties provide data that was gathered
under their own control to LEAs. It comes as no sur-
prise that both parties happily want to believe that
such approaches are compatible with the existing da-
ta protection framework as LEAs urgently require ac-
cess to the data analysis and private companies ac-
cess new markets. Having said that, even if the
(API-)access of LEAs to private data is restricted, such
types of cooperation are currently incompatible with
the European data protection framework. From a le-
gal perspective the current system basically results
in a prohibition of LEAs to access SOTA data driven
technology. From a practical perspective, however,
the legal uncertainty in this area appears to result in

83 Europol (n 7).

84 Jarj Sajfert and Teresa Quintel, ‘Data Protection Directive (EU)
2016/680 for Police and Criminal Justice Authorities’ (2019).

85 UODO, ‘The first fine imposed by the President of the Personal
Data Protection Office’ (2019) <https://uodo.gov.pl/en/553/1009
>; WP29, ‘Guidelines on transparency under Regulation
2016/679’ (2017) <https://bit.ly/2Qn0gu1>.
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unregulated cooperation between public and private
parties.

VII. Proposal for a Centralised Data
Clearinghouse

The previous sections show that LEAs’ access to SO-
TA data driven technologies is limited by multiple
factors. First, the legal system does not allow suffi-
cient cooperation with private parties. Second, LEAs
lack legal bases to use SOTA analysis themselves.
Third, LEAs (often) lack budget and knowledge to be
able tomakeuse of SOTA technologies. Fourth, a gen-
eral legal uncertainty with regard to analytical meth-
ods hinders efficient discussion of the aforemen-
tioned issues. As shown above, the sometimes per-
ceived ‘legal grey zones’ do not actually exist. Instead
private parties are currently unable to control data
processing for law enforcement purposes under the
EU data protection legislation. The identified gap is
of practical nature and legislators have yet to provide
a sufficiently detailed framework to either allow di-
rect use of novel technology (= legal basis) or make
it accessible through private-public-cooperation to
enable LEAs to conduct necessary cyber-investiga-
tions using data driven methods. A solution should
ideally address all of the aforementioned factors
while the competitiveness of enterprises providing
data analysis should not be undermined. In this sec-
tion I will propose a ‘centralised data analysis insti-
tution’ (CI) as a possible solution to tackle existing
challenges in a balanced manner. While undoubted-
ly complex, it is likely to be still easier than approach-
ing these issues individually on the national level.

1. Setup

A centralised institution to control access and use of
novel data driven approaches for LEAs could be de-
signed similarly to other intermediary bodies like Eu-
ropol or Interpol that already provide communica-
tion frameworks (SIENA/I24-7) to share evidence
and intelligence. These institutions do not yet offi-
cially act as intermediaries when it comes to private
public cooperation - although both in fact provide
(third party) analytical support to LEAs in some cas-
es. The legal framework must specifically allow co-
operation with both sides and include a sufficiently

clear legal framework for data collection and analy-
sis. Froma technical perspective the CIwould be able
to provide de facto standards for private parties to
provide data, while private parties would still be un-
able to control data processing for law enforcement
purposes. Data provision to the CI would be seen as
an intermediary step merely aimed at data analysis
rather than law enforcement activity. On the other
side the CI could provide LEAs with ‘clean’ data and
ensure only relevant and lawfully gathered informa-
tion is provided to them. Private companies could
provide their services through anAPI in a formalised
way (eg Unified Cyber Ontology (UCO)86, Cyber-in-
vestigation Analysis Standard Expression (CASE)87).
Since they only act with an intermediary that is not
a LEA, their cooperation could be coveredby the joint
controller model under the GDPR. The CI would
hence be an independent organisation with no law
enforcementpowers,but ratheradatacleaninghouse
to ensure the protection of fundamental rights of da-
ta subjects. In the long run, such an institution could
also act as a clearinghouse for other institutions, such
as banks.

2. Advantages

A centralised platform could foster development and
enforcement of the legal framework, technical and
operational requirements. A central contact point for
all relevant actors (eg developers, data scientists, le-
gal experts, data subjects) would foster development
of novel unified standard with regard to processing
of publicly available data sources and would be in
line with the international cooperation mechanism
envisioned in Article 50 lit. a GDPR

a. Ease of Access

Collaborative approaches are often based on API-dri-
ven access to analytical methods. To date there is not
standardised form for requests and responses for any
analyticalmethod.Acentralisedplayer couldprovide
technical interfaces (APIs) for LEAs and technical

86 Casework, ‘Unified Cyber Ontology (UCO)’ (2018) <https://
github.com/Ebiquity/Unified-Cybersecurity-Ontology>.

87 Fröwis et al (n 76); Casework, ‘Cyber-investigation Analysis
Standard Expression (CASE)’ (2018) <https://github.com/casework/
case>.
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partners, fostering access in a formalised and replic-
able way - eg upload a picture or request analysis of
a currency address.

b. Ease of Supervision

To ensure fundamental rights are sufficiently pro-
tected, legal limitations need to be enforced on all rel-
evant levels. On the technical level, supervision and
enforcement can take place based on evaluation of
API requests and responses (eg easy exclusion of par-
ticular information fromastandardiseddata format).
Analysis of API-use can further help detect unusu-
al/illicit request/response patterns and strengthen
the data protection authorities’ (eg EDPS) position.
Since all requests and responses go through the cen-
tralised institution, ‘parallel construction’ can be pre-
vented. Centralised logging further fosters the defen-
dant’s ability to review the underlying data process-
ing. There should also be support by a supervisory
authority, eg the EDPS as a central institution could
further conduct regular audits and plausibility
checks for the provided data. In contrast to uncount-
able, opaque and often illicit collaborations between
LEAs and private parties that are often subject to
nondisclosure agreements, so that data subjects sel-
dom even get to know about the processing, a cen-
tral platform provides a single point of contact for
data subjects to be informed about the processing of
their personal data, easing the private companies’
compliance with transparency requirements.

c. Strengthening Evidential Value

A centralised institution could additionally help to
strengthen evidential value. To foster the evidential
value of the analytical processes it might be neces-
sary to equip suchan institutionwith additional pow-
ers to access external databases for (anonymous) re-
view purposes. Thisway, probabilistic processing ap-
proaches could bemeasured against ground truth (eg
KYCdatabases of banks, Europol databases etc). Cen-
tralised expertise would further ease appointment of
experts in trials and strengthen LEAs’ training capa-
bilities with regard to novel data driven methods.

d. Adaptive Enforcement of LEA Limitations

The restriction of law enforcement capabilities can
be guaranteed through access control - effectively

avoiding over-regulation on the one side and
strengthening protection of fundamental rights on
the other. The necessary restriction of stately power
is enforced through the accessibility of data, secured
by an independent supranational party.

e. Economic Advantages

From an economic perspective a CI would allow pri-
vate parties to provide their analytical services to a
broader LEA community. Remuneration could rela-
tively easily be determined through API-measure-
ments (pay-per-use model). With remuneration
based on actual usage, private companies wouldmay
even have a higher incentive to provide high quality
data analysis. LEAs would hence be able to gain ac-
cess to novel data driven analytics without the re-
quirement for expensive long-term contracts or sub-
scription models with individual private parties. A
central agency could easily pool money from all LEA
participants/member states and would have much
better contractual position than individual LEAs. Pri-
vate companies on the other hand would have cen-
tral point to provide the law enforcement market
with their novel tools in a formalised and certified
manner. SMEswould hence bypass lengthy and com-
plex negotiations with multiple LEAs.

f. Standardisation

The standardisation of formats is a long-time issue.
Making it necessary to cooperate with a centralised
institution will foster development and enforcement
of standards in a meaningful way. Data processing
providers can continue valuable economic coopera-
tion that fosters the development of novel technolo-
gies and strengthens their competitive capabilities.
To achieve this, standardised exchange formats for
analytical outputsarenecessary.Asinglepointof con-
tactwould foster the effort to unify exchange formats
and ease accessibility to a market for private analy-
sis providers. Data processing methods could addi-
tionally be certified/evaluated prior to their use in in-
vestigations and outcomes can be checked against
other data sources without risks for the data subjects.

g. Interdisciplinary Collaboration

A central analysis intermediary would further con-
stitute a helpful platform to foster interdisciplinary
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discussion and development. The insights in analy-
sis usage could for example help to allocate research
funding to meaningful channels. Similarly, LEAs
would have a specific point of contact to formulate
their requirements and challenges instead of hoping
for novel tools and powers in a nebulous national
market.

3. Challenges

A key question that remains is that private parties
would still, although indirectly, gather and analyse
data for law enforcement purposes. Given that in
most cases, the data processing takes place anyway
for other purposes, it could at least be argued that the
collaboration with the CI lowers the risk for the da-
ta subjects’ fundamental rights that arises due to the
current opaque processing constellation. In addition,
the framework could be constructed in away that da-
ta provision to the CI is only possible where the ini-
tial data processing was based on GDPR-covered pur-
poses. With the limited capability of the EU to regu-
late public security on national level, Member States
would still be able to create novel legal bases that al-
low data processing for law enforcement purposes.
However, with a powerful centralised data provider,
the incentive to rely on individual contracts with pri-
vate companies is likely to be limited. In addition,
this approach can still be coupled with in-house an-
alytical capabilities of LEAs. Ideally these would be
consistent with the standards set up by the cen-
tralised institution and could even provide their an-
alytical capabilities through that institution in re-
verse direction. Requests and data handling must be
formalised asmuch as possible to allow efficient pro-
cessing and supervision by a CI. It is hence possible
that such an approach is unable to reflect complex
analytical requests. In this context the CI however
could provide specific points of contact to handle
such requests. Similarly, requirements for electronic
evidence need to be formalised and enforced prior to
the (intermediary) provision of information. A key
challenge would be the transcription from formal
(national) limitations to technical specifications. The
centralised introduction of specifications still seems

to be more promising than national solo efforts. In
addition, if specifications are set up, further develop-
ment and adaptation for novel approaches is relative-
ly easy.

VIII. Conclusion

As laid out in this article, novel artificial intelligence
approaches in law enforcement come along with a
number of additional issues. While the individual
consideration of these issues is unquestionably im-
portant, it is also worth taking a look at the bigger
picture. This starts with the commonmisconception
of the consequences of public availability, includes
discussions on relevant data sources and analytical
methods and is framed by a necessary debate about
processing constellations. Only if all levels are put in-
to consideration an overarching consensus can be
reached and enforced. Legal practitioners and schol-
ars are hence required to dive into the depths of tech-
nical, legal and societal issues at the same time to
find suitable solutions. This will only be possible if
interdisciplinary collaboration is further intensified.
To date, it appears that the lack of interdisciplinary
work has resulted in a scattered system prone tomis-
use and erosion of the fundamental rights to priva-
cy anddataprotection.Aquick solution isnot in sight
as the data protection legislation seems to struggle
with novel technological approaches such as artifi-
cial intelligence. Especially in the area of law enforce-
ment it needs to be discussed if changes in legisla-
tion are sufficient to address upcoming challenges or
if additional - more practical - measures are required.
The use of private companies for data analysis can
be an efficient way to provide LEAs with access to
novel technologies. The current legal framework
widely fails to create adequate rules for this access,
though. The resulting uncertainty appears to be ei-
ther misused by private data providers or results in
a complete lack of such technologies. The proposal
for central data analysis institution may be seen as
food for thought for novel approaches to protect fun-
damental rights to data protection and privacy in a
time when data driven investigations are becoming
the norm rather than the exception.


