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Meeting the Challenge of a Global GDPR and BCR Programme

John Bowman and Myriam Gufflet*

I. From Negotiation to Implementation

On 25 May 2018, the European Union General Data
Protection Regulation1 (GDPR) will be applicable in
all Member States. This landmark legislation was a
long time in development. The European Commis-
sion issued its draft proposal for the GDPR on 25 Jan-
uary 2012. It then took almost four and a half years
of intensive negotiations before the Council of the
European Union and the European Parliament
agreed upon a final text.

It was certainly fascinating to follow the negotia-
tions, as the different Member States in the Council
and political groupings in the European Parliament
attempted to fashion the GDPR in a way that reflects
their own policy objectives. On the one hand, there
was a desire by some negotiators tomaintain the free
flow of personal data in order to promote creativity,
innovation and growth in the digital economy. On
the other hand, privacy advocates called for stricter
rules and stronger enforcement powers to reinforce
the fundamental right of people in the EU to the pro-
tection of their personal data.

In the end, a compromise was reached that
brought the accountability principle to the fore, pro-
vided for a risk-based approach to data-processing
activities, enhanced the rights of data subjects and
strengthened the powers of data protection authori-
ties within a new cross-border regulatory frame-
work.

As legislative discussions were finally settled,
many organisations turned their attention to the

practical implementation of the new rules. It has tak-
en a significant shift in mindset to move from fol-
lowing the policy discussions, fascinating as they
were, to taking steps to prepare for compliance with
the GDPR. In this article, we describe someways that
organisations can prepare for GDPR implementa-
tion, either through a specific programme of work or
through a wider privacy programme that incorpo-
rates an application for binding corporate rules
(BCR).

II. How a Privacy Programme Addresses
EU Requirements

When the Official Journal of the European Union
published the GDPR on 27 April 2016, the two-year
transition periodmight have seemed generous.How-
ever, many organisations have since discovered that
the effort and commitment required tomanage tran-
sition to the new rules should not be underestimat-
ed. As a legislative act, the GDPR has horizontal ef-
fect acrossorganisations;GDPR implementationpro-
grammes, therefore, should address the interests and
concerns of a wide range of organisations’ internal
and external stakeholders. In this respect, the estab-
lishment of a privacy programme requires serious
consideration and commitment from key decision-
makers within an organisation.

Despite the costs of compliance with stricter data
protection rules that carry higher penalties, organi-
sations can derive substantial benefits from under-
taking such a programme of work. For many, apply-
ing good data governance and effective data protec-
tionmeasures is about doing the right thing for their
customers, employees and business partners. Organ-
isations can therefore view the coming of the GDPR
as an opportunity to take a serious look at their data
processing and see what advantages they may gain
through their compliance efforts.2

Large international organisations can consider ap-
plying for binding corporate rules (BCR) as a way to
driveGDPRcompliancewithinabroaderprivacypro-
gramme. The adoption of BCR serves a practical pur-
pose of enabling the free flow of data within a busi-
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1 Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation) [2016] OJ L 119/1.

2 See Axel Freiherr von dem Bussche and Anna Zeiter, ‘Implement-
ing the EU General Data Protection Regulation: A Business
Perspective’ (2016) 2(4) EDPL 576-581.
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ness group and in and out of the European Econom-
ic Area (EEA), where applicable.3

The BCR are subject to the approval of a compe-
tent data protection authority of national or EU ori-
gin, and the applicant organisation needs to demon-
strate that legally binding measures are in place to
protect data transferred in and out of the EEA. This
arrangement replacesmore cumbersome transfers of
personal data across the group, such as those involv-
ing multiple sets of contractual clauses.

In a broader sense, BCR also require the applicant
organisation to demonstrate that it applies general
data protection principles; enables individuals to ex-
ercise their data-subject rights; and has in place var-
ious organisational measures such as complaint pro-
cedures, auditing, and training. Thedecision to adopt
BCR subjects organisations to the scrutiny and ap-
proval of a competent EEA data protection authori-
ty, but it also allows organisations to demonstrate a
high standard of cross-organisational data protection
— efforts that will surely help in working towards
GDPR compliance as part of a broader privacy pro-
gramme.

A privacy programme configured in such a way
can facilitate group-wide data transfers and support
transition to the new GDPR requirements, whose
broader scope will apply to:
• Data controllers and processors established in the

EU that process personal data, regardless of where
the data subject is located;

• Data controllers and processors not established in
the EU that process personal data in the context
of offering goods and services to EU data subjects,
or those that monitor their behaviour.

An organisation that applies for BCR when building
its privacy programme can help itself adopt a group-

wide standard inside and outside of the EEA, as
shown in the table above.

III. Scope and Application of BCR

TheBCRare a legalmechanismenabling internation-
al transfers of personal data from EEA undertakings
tonon-EEAundertakings or betweenmembers of the
same corporate group. The Article 29Working Party
created theBCRduring theearly2000s, and theGDPR
officially recognises this compliance mechanism as
a valid legal transfer tool. BCR are particularly suit-
ed to multinational organisations transferring per-
sonal data globally, and data protection authorities
within the EEA have approved the BCR of nearly 100
organisations.4

Organisations can decide whether to adopt con-
troller BCR to cover their data-processing activities
(including transfers) when acting as data controllers
(eg, for the purpose of managing human resources),
and/or to adopt data-processor BCR when acting on
behalf of clients (eg, services offered by outsourcing
providers). Given that controller BCR were created
by the Article 29 Working Party a few years before

3 The European Economic Area comprises the 28 EU Member
States, Iceland, Liechtenstein and Norway. The EEA Agreement,
which created a single market, provides for the inclusion of EU
legislation covering the four freedoms – the free movement of
goods, services, persons and capital – throughout the 31 EEA
Member States. Therefore, the GDPR will be incorporated into
the EEA Agreement in the form of an annex (Annex XI 'Electronic
Communication, Audiovisual Services and Information Society',
which covers, inter alia, Data Protection).

4 ‘List of companies for which the EU BCR cooperation procedure
is closed’ regularly updated by the European Commission. The
last version is available at <http://ec.europa.eu/newsroom/
document.cfm?doc_id=40100> accessed 7 June 2017.

Table 1. Territorial Scope Of GDPR and BCR

Data hosted, processed, or accessed by undertakings

EEA Non-EEA

Data origin: EEA GDPR GDPR + BCR
BCR provide the legal ba-
sis for the transfer of da-
ta between EEA and non-

EEA undertakingsData origin: non-EEA GDPR
BCR may be applied to all data hosted,

processed, or accessed by fully participat-
ing non-EEA undertakings
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processor BCR, most BCR adopters follow the con-
troller variation.

Since the BCR’s creation, the Article 29 Working
Party and national data protection authorities have
encouraged organisations to adopt BCR privacy pro-
grammes, highlighting that they are a good way of
standardising data protection processes; communi-
cating the privacy policy of a group; and providing
evidence of accountability, a key element of the
GDPR.5

IV. GDPR and BCR Content

Thedata protection authorities’ expectations for BCR
content were set forth in several opinions adopted
by the Article 29Working Party,6 and the vast major-
ity of those requirements are now specified in the
GDPR in Article 47.

The main differences between the Article 29
Working Party and GDPR requirements for BCR re-
late to the new rights and obligations introduced by
the GDPR, such as the rights to data portability and
to restriction of processing, and the principles of pri-
vacy by design and by default. In addition, according
to Article 70(1)(i) GDPR, the European Data Protec-
tion Board is entitled to issue guidelines, recommen-
dations and best practices to further specify BCR cri-
teria and requirements. However, the Article 29
Working Party is already working on an update of
existing opinions and reference documents on data
transfers to third countries, and should issue these
by the end of 2017.7

There is significant overlap between the obliga-
tions placed by the GDPR on data controllers and da-
taprocessorsandtherequirements specified forBCR:
1. Data subjects’ rights: The rights of data subjects

regarding theprocessingof their personal data (eg,
rights of access, erasure, objection and transparen-
cy), along with the means to exercise those rights,
are protected by both GDPR8 and BCR9 require-
ments.

2. Data handling: The general data protection prin-
ciples— such as purpose limitation, data minimi-
sation and transfers — are required by both
GDPR10 and BCR11 requirements.

3. Training: Although the GDPR does not clearly re-
quire employee training (as the BCR do),12 it im-
plies that data controllers and data processors
should provide training to employees involved in
the processing of personal data.13

4. Accountability and governance: Both the GDPR14

andBCR15 require organisations to cooperatewith
data protection authorities and to designate a da-
ta protection officer16.

5. Security and confidentiality: The GDPR17 and
BCR18 both require appropriate technical and or-
ganisational measures to protect the security and
confidentiality of personal data under processing.

6. Change management: GDPR19 and BCR20 require-
ments promote the principles of privacy by design
and by default.

7. Audit and monitoring: The GDPR implies that da-
ta controllers and data processors should conduct
audits of the processing operations,21 which BCR
also require.22

5 Letter from the Article 29 Working Party to the Federation of
European Employers regarding Binding Corporate Rules, 8 Octo-
ber 2013 <http://ec.europa.eu/justice/data-protection/article-29/
documentation/other-document/files/2013/20131008_bcr_fedee
_en.pdf> accessed 7 June 2017; Letter from the Article 29 Work-
ing Party to the President of the European Parliament, 12 June
2014 <http://ec.europa.eu/justice/data-protection/article-29/
documentation/other-document/files/2014/20140612_wp29_bcr
-p_general_ep_president.pdf> accessed 8 June 2017.

6 In particular: Article 29 Working Party, ‘Working Document
setting up a table with the elements and principles to be found in
Binding Corporate Rules’ (24 June 2008) WP153; ‘Working
Document 02/2012 setting up a table with the elements and
principles to be found in Processor Binding Corporate Rules’ (6
June 2012) WP195.

7 Article 29 Working Party, ‘Adoption of 2017 Action Plan’ (Press
Release, 16 January 2017) <http://ec.europa.eu/newsroom/
document.cfm?doc_id=41387> accessed 7 June 2017.

8 arts 12-22, 28 and 29 GDPR.

9 art 47(2)(e) GDPR.

10 arts 5-11 and 44-49 GDPR.

11 art 47(2)(d) GDPR.

12 art 47(2)(n) GDPR.

13 art 39(1)(b) GDPR.

14 arts 31 and 37-39 GDPR.

15 art 47(2)(l) and (h) GDPR.

16 See Miguel Recio, ‘Data Protection Officer: The Key Figure to
Ensure Data Protection and Accountability’ (2017) 3(1) EDPL
114-118.

17 arts 32-34 GDPR.

18 arts 12-22, 28 and 29 GDPR.

19 art 25 GDPR.

20 arts 12-22, 28 and 29 GDPR.

21 arts 5-11 and 44-49 GDPR.

22 art 47(2)(j) GDPR.
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By adopting BCR, a group can help assure internal
and external stakeholders that it has set high data
protection standards for its processing activities
within theEEAandmaintains such standards forper-
sonaldata transferred toandprocessedby thegroup’s
companies based in non-EEA countries. As a conse-
quence, BCR aremuchmore than amechanism to le-
gitimate transfers within a group: They constitute a
proper data protection programme able to support
and demonstrate compliance with the vast majority
of GDPR requirements.

V. Implementation of a GDPR and BCR
Programme

Given thenumerous similaritiesbetween the twosets
of requirements, organisations that have already im-
plemented BCR can adapt the processes and proce-
dures created for BCR to their GDPR compliance pro-
grammes. Likewise, organisations that have decided
to simultaneously adopt BCR and prepare for GDPR
compliance can rationalise their efforts and run a
GDPR and BCR programme all at once and without
too much additional effort.

In fact, organisations that concurrently pursue
BCR and GDPR compliance will have aligned them-
selves with the position held by the Article 29Work-
ing Party and by some data protection authorities—
namely, that the BCR represent compliance mecha-
nisms that reflect the notion of accountability intro-
duced by the GDPR.23

The two sets of requirements are broadly related,
even if the GDPR does not expressly cite BCR when
providing examples of elements that demonstrate ac-
countability.24 BCR are more than a tool for interna-
tional data transfers, as they can serve as the back-
bone of an organisation-wide privacy management
programme. For that reason, explicit recognition of
BCR within the GDPR is a welcome development,
helping promote the accountability principle, main-
tain legal certainty and relieve organisations of un-
necessary burden.

VI. Practical Steps to Prepare for the
GDPR

Whether or not organisations have already applied
for and follow BCR, many have found that preparing

for the GDPR takes considerable time and effort. The
Article 29 Working Party is issuing guidance on the
practical application of the GDPR25, but there will be
no grace period for transitioning to compliance be-
yond the 25 May 2018 deadline. Compliance teams
that adopt a wait-and-see approach on the regulato-
ry guidance put themselves at risk — particularly if
such guidance is delayed. Organisations can min-
imise this risk by carefully considering theGDPR text
now, with the aim of fully understanding the opera-
tional impacts of working towards compliance with
the new rules.

Organisations designing a GDPR gap analysis will
need to take into account their size, complexity and
state of compliance with current laws. The exercise
itself may take several weeks to carry out, with more
time required for implementation planning, identi-
fying required resources and bidding for resources
during the business-funding cycle. Building the busi-
ness case for such a programme will require raising
awareness among key decision-makers and influ-
encers in an organisation, as part of an effort to win
their support and sponsorship.

After a gap analysis and programme planning,
GDPR implementation typically incorporates sever-
al elements:
• Initial programme setup: holding discussions

with senior stakeholders, preparing a business
case and budget for approval and establishing a
programme governance structure;

• Scoping and planning: undertaking an initial
scoping exercise and developing a plan for stake-
holder management and communications;

• Information gathering: performing a document
review, holding workshops and stakeholder inter-

23 Article 29 Working Party, ‘Opinion 3/2010 on the principle of
accountability’ (13 July 2010) WP173; see for instance CNIL,
‘2016 Annual Report’, 81.

24 art 24(1)(3) GDPR.

25 See eg: Article 29 Working Party, ‘Guidelines on the right to
data portability’ (13 December 2016) WP242; ‘Annex - Frequent-
ly Asked Questions’ WP243 ; ‘Guidelines for identifying a con-
troller or processor’s lead supervisory authority’ (13 December
2016) WP244 ; and ‘Guidelines on Data Protection Impact
Assessment (DPIA)’ (4 April 2017) WP248 and corresponding
EDPL reports, Sandra Schmitz, ‘The Article 29 Working Party’s
Guidelines for Identifying the Lead Supervisory Authority in
Cross-Border Data Processing’ (2017) 3(1) EDPL 90-92; Raphaël
Gellert, ‘The Article 29 Working Party Group’s Guidelines on
Data Protection Impact Assessment (DPIA) and determining
whether processing is ‘likely to result in a high risk’ for the pur-
pose of Regulation 2016/679’ (2017) 3(2) EDPL 212-217.
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views, identifying data processes and flows, and
ensuring key data controls are in place;

• Readiness assessment: mapping information
gathered against a compliance framework and
documenting key compliance gaps;

• Remediation planning: planning the programme,
developing a remediation plan and road map, se-
curing appropriate resources and appointing a de-
livery team;

• Implementation: undertaking remediation activi-
ties, implementing operational changes and tran-
sitioning to business as usual

VII. Conclusion

Many organisations starting to plan for the GDPR
have taken a structured approach similar to that de-
scribed above. And those that have not started plan-
ning yet should commence at the earliest
opportunity.

Organisations can consider the advantages of ap-
plying for BCR concurrently with their GDPR imple-
mentation efforts. BCR are an optional extra — un-
like GDPR requirements, which will be mandatory
for all firms processing data in the EU. But many or-
ganisations may see the benefit of adopting a priva-
cy programme that incorporates both the GDPR and
BCR and should determine whether that approach
fits within their strategic outlook for privacy and da-
ta protection as a whole.


